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1. Introduction

This document provides configuration and deployment guidelines for the Cisco Business Edition
4000 (BE4K) version isr4300-universalk9.v1610_1A BE4K_ES3.SPA or newer, for use with
Spectrum Enterprise SIP Trunking.

2. Requirements

This document is written for Spectrum Enterprise internal technical and external telecom vendor
audiences and makes the following assumptions:

e The reader has a full understanding of and technical competency with Spectrum Enterprise
SIP Trunking.

e The reader has a full understanding of and technical competency with AudioCodes SIP
Trunking gateways, such as the M800C, M4000.

e The reader has a full understanding of and technical competency with Internet Explorer or
Chrome web browsers. Firefox is NOT recommended.

e The reader has a full understanding of and technical competency with the Cisco BE4000
Configuration and Deployment portal.

enterprise.spectrum.com
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3. Configuration

3.1. Cisco Configuration Portal

Configuration of the Cisco BE4K is accomplished via the Cisco BE4K Configuration Portal.

Login to your Cisco account.

NOTE: You must have access to the BE4K Deployment portal. Contact your Cisco rep for more
information.

) & nhttps//go.be4000.cisco.com L-a O (@ Cisco Business Edition 4000

Home Features Training Support ic Search the documentation

Feature Updates

28 March 2019 - Product Update

Check out what's new in
the latest BE4000 update!

( Learn More )

3 i

Business Edition 4000

Simple, cloud-managed office communications

enterprise.spectrum.com
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United States - English

NI
CISCO

Log in to your account

Username or email

Forgot username?

Create a new account

enterprise.spectrum.com
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3.2. Security Code Entry

Access BE4000 Partner Portal

To access the BE400O Partner Portal, Cisco partners are required to use two factor authentication using a standards-based one time password (OTP) generator
together with their Cisco.com user account. Varieties of standards-based OTP applications are available (some of them are listed here), free of charge, for most makes
of smart phone.

« For iPhone phones: OTP Auth or Google Authenticator.

» For Android phones: Google Authenticator or FreeOTP Authenticator.

%‘ Note The PinglD authentication application is not currently supported.

e
CISsco

Business Edition 4000 Management

Enter the security code generated by your
authentication application.

Continue

Use Recovery Code

Terms of Service | Privi Statement © 2017-2019 i/or affiliates. All rights reserved.

enterprise.spectrum.com
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3.3. Customer Configuration
3.3.1. Introduction Video

¢ Once logged in, you will be offered an opportunity to watch a “Getting Started with Business
Edition 4000 Series” video.

x ~
Getting Started with
Business Edition 4000 Series
Quickly learn how to configure, deploy and maintain the Business Edition 4000
using the Management Portal. v

This video is mandatory to watch in its entirety, though you may postpone and continue
configuration up to 3 times.

All users must watch the introduction video in its
entirety. Choose to continue watching the video
now or postpone up to 2 more time(s).

Choose “Getting Started” in the Support menu
of the header bar to open this video again.

Postpone Watch Video

enterprise.spectrum.com
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3.3.2. Add Customer

e Once logged in, click “Add Customer” in the upper right

SHEOR X< |
N = N — - T -
6 (_:/: ‘ @ nitps//bed000.cisco.com/mecloud/ O ~ @ & | (& Business Edition 4000 Man.. 1 I'h 5.7 o)
slistlis GHARTER COMMUNICATIONS OPERATING LLG © ver Scott Brown
Cisco
et ™
Customers « o I © /o cusomer )
Refresh Edit Columns
N —— ™
Customer Name - Location Status <+« Serial Number Phones Last Change Actions
SvdB/TLSTW Show sites

Click “Get Started”

6 @ nttps//beanoo.cisco.com/mecioud/ O ~ @ & | @ Business Edition 4000 Man... X

alaln

Build your Business Edition Solution

Collaboration that grows with you.

.
‘ Get Started '

enterprise.spectrum.com
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Add Customer information. Once complete, click the arrow in the lower right

Business Edition 4000 Configuration X

Add Customer

Fields highlighted in Yellow cannot be changed after deployment.

Enter Customer and Location Details

Customer Name Location

Customer Admin Email Contact Name

Phone Number

CHARTER COMMUNICATIONS OPERATING LLC

enterprise.spectrum.com
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3.3.3. LAN Connection

e Enter Customer LAN and SMTP server information

Business Edition 4000 Configuration

@ comneciy Dial Plan

LAN Connection

LAN Connection

192.168.0.2

Voicemail IP Address

192.168.0.4

Subnet Mask

255,255 255.0

Gateway Address

192.168.0.1

Intermet Service Provider (ISP)

Spectrurn Enterprise

IP Address or Domain Mame

mail.charter.com

Port

.3

Security Mode

MNaone

Sender's Emad Address

vmaik@charter.com

enterprise.spectrum.com

iEics highiighted In Yellow cannot be changed after deployment.
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3.3.4. System Settings

e Configure System Settings (if needed)

Business Edition 4000 Configuration

ﬂ Cannectivity Dial Plan Stations Call Routing Faatres

v System Settings

Systam Semings

Fiebds highlighted in Yellow cannot be changed after deployment.

Dial an Outside Line

9

Extension lkength

nterdigit Timeout

5 Seconds

Send to Voicemail Automatically

Dial 2 + Extension
nterncom

Dial 4 + Exmension
Adwvanced Options

Forwarding Local

Enable

Phone Redirect Limit

5

Damo

enterprise.spectrum.com
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3.3.5. Direct Dial Numbers

¢ Add Direct Dial Numbers via spreadsheet or line by line

Business Edition 4000 Configuration

Call Routing Faatures

o Cannectivity Dial Plan Stations Call Routing
v Direct Dial Numbers

Direct Dial Numbers Add Numbers

Add Direct Inward Dial (DID) numbers for your SIP, BRI, and PRI connections. Do not add FXO line numbers hare,
these can be added later with the port configuration. In the Sarvice Mame column, identify which service each
number belongs to. For easy reference, you can use any name for your services. Numbers may be imported or
manually enterad. Input must be in national number format. If your numbers have leading zercs, we recommend

using a text editor, rather than Excel.

Drag & Drop your spreadsheet

or

Choosa file

Add Row Download Templare

enterprise.spectrum.com
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Example of Direct Dial Number entry

Business Edition 4000 Configuration

o Connectivity Dial Plan Stations Call Routing
v Direct Dial Numbers

Direct Dial Numbers Add Numbers

Add Direct Inward Dial (DID) numbers for your SIP, BRI, and PRI connections. Do not add FXO line numbers here,
these can be added later with the pornt configuration. In the Service Mame column, identfy which serice each
number belongs to. For easy reference, you can use any name for your services. Numbers may be imported or
manually entered. Input must be in national number format. If your numbers have leading zeros, we recommend

using a text editor, rather than Excel.

Replace this lizg

Samvice Name Regiswered Numbers

Spectrum Emerprise 8133020123

Download Templae

enterprise.spectrum.com
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3.3.6. SIP Trunk Configuration

Business Edition 4000 Configuration

o Cannectivity Dial Plan Stations Call Routing Features

v SIP Trunk

Defina trunk using emplated or custom configuratons.

SIP Trunk

enterprise.spectrum.com
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3.3.6.1. Service Settings

Business Edition 4000 Configuration

o Cannectivity Dial Plan Stations Call Routing satre

v SIP Trunk @

Nete: Choose your provider from the * Provider Templates® or use "Cuswom'. To have a now provider added as a
templata, or 1o request assistance contact the dedicared SIP Suppon Team. Do not open a TAC case as they will not be
able o assist you.

Service Settings

Sarvice Name

{# Please select a sanvice nama.

Providar Template

Custom

enterprise.spectrum.com
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Spectrum Enterprise SIP Information

Business Edition 4000 Configuration

@ Connectivity

Plan Stations Call Routing Features

SIP Trunk @

Note: Choose your provider from the " Provider Templates® or use "Custom’. To have a new provider added as
a template, or to request assistance contact the dedicated SIP Support Team. Do not open a TAC case as they
will not be able to assist you.

Service Settings

Service Name

Spectrum Enterprise

Provider Template

Custom

3.3.6.2. Interface

e This document does not cover usage of the secondary interface for trunking. No changes

on this page.

enterprise.spectrum.com
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3.3.6.3. Proxy

e Enter the Spectrum Enterprise gateway LAN IP Address in the field for Proxy Address.
Proxy Port is 5060.
e Select “T.38 fall back to G.711u” for Fax Transmission Protocol

Business Edition 4000 Configuration

Connectviy Dial Plan Stations Oall Routing Features

SIP Trunk aQ

MNote: To request assistance contact the dedicated SIP Support Team. Do not open a TAC case as they will not be able to assist you.

w
S Tk Proxy Server
"
~ ooy Address Proxy Port
e 192.168.0.3 5060
OutboT
Outbound Proxy Address Owthound Proxy Port
Call Authentication
Usemame and Password
Show password

HAuthentication Realm

Include in Invite

Advanced Oprions

Min-5E Session Expires
o0 1800
RTP Port Range
8000 43108
Transpaort Layer
uoP

Bfismission Protocol
T.38 fall back to G.711u

DTMF Signalling Protocol Calling

RFC2833 Remote Party ID (RPID)

Calling Party Domain

11 Rastrirtion Prefic

3.3.6.4. Registrar

¢ No entry for this page

enterprise.spectrum.com
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3.3.6.5. Security

o Enter the Spectrum Enterprise gateway LAN IP Address

Business Edition 4000 Configuration

v SIP Trunk @)
w

” Note: To request assistance contact the dedicated SIP Support Team. Do not open a TAC case as they will not be able to assist you_

S Tnunk Security

~

w

-

w

w

Trusted IP Address

102.168.0.1

Add Row

enterprise.spectrum.com
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3.3.6.6. Codec

e Choose g711lulaw only

Business Edition 4000 Configuration

v SIP Trunk «

"

v Note: To request assistance contact the dedicated SIP Support Team. Do not open a TAC case as they will not be able 1o assist you.
SIP Trunk C Odec
E— v

v Codec g711ulaw and g7 1 1alaw are enabled by defaul. Choosa additicnal codecs if required by the

v subscribed SIP provider.

ul Vioice Class Codec

"

g Malaw =

g72%a =

g722-64 =

ilbc =

Conferencing Capacity

Having a 'g¥ 11alaw' or "g7 1 Tulaw’ codec enabled allows for up to 5 simultanecus 8-person calls when Conferencing is
enabled. Visit the Support Portal 1o leam maore.

enterprise.spectrum.com
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3.3.7. Line Cards

e This document does not cover the usage of Line Cards as they are not germane to
Spectrum Enterprise SIP Trunking

3.3.8. Private IP Ranges

e |IP Phones that are not addressed with RFC 1918 compliant IPs will be unable to
communicate with the BE4K unless their address range is added as an additional range

Business Edition 4000 Configuration

Private IP Ranges

IP Phones will not be able to communicate with your device unless they are in RFC 1918 private IP ranges (10.0.0.0/%, 172.16.0.0/12, 192.168.0.0/16). Additional ranges
must be defined here to prevent the phone from being blocked.

AN N

Private IP Ranges

enterprise.spectrum.com
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3.4 Dial Plan

3.4.1. Region Settings

¢ Choose the appropriate settings for the customer’s region and preferences

Business Edition 4000 Configuration

& comeciar © Dapen Stations Dall Routing Featurss

Region Setings Region Settings
Fielas highighted In Yellow cannot be changed after deployment.
Telephony Port Tones
United #ates
Time Zone:
Pacific Standard/Daylight Time -4320
Phone Display Language
English
Phane Tones
United States
Voicemail and System Prompt Language
Enghsh [United States)
Selfcare Portal
Englizh
Time Formak
12
Diate Format

MLYY

DST Auto Adjust

Enable

enterprise.spectrum.com
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3.4.2. Dial Plans

e Choose the appropriate Dial Plan for the customer

Business Edition 4000 Configuration

© Dasen
v Dial Plans
Dial Plans
Fleids highiightad In Yellow cannot be changed after depioys
Country
Urited States
User Local Dialing Options
Local cals require 10U digits:
Pattern Description ReqThA CoR Preference
onp-am International True call-international SIPthenPOTS
0118007 intemational Toll-Free True call-toll-free SiPthenPOTS
1[2-0].{2-9]...5 Long Distance True call-national SiPthenPOTS
1800......5 Toll-Free True call-toll-free SiPthenPOTS
18335 Toll-Free True call-toll-free SIPthenPOTS
18445 Toll-Fres True call-toll-free SiPthenPOTS
1855......5 Toll-Free True: call-toll-free SiPthenPOTS
18665 Toll-Free True call-toll-free SiPthenPOTS
1877. Toll-Free True call-toll-free SiPthenPOTS
18885 Toll-Free True call-toll-free SIPthenPOTS
[2-9).f2-9).-..5 Local 10 digit dialling True call-local SlPthenPOTS
[2.2.6.7.8]115 Toll-Free Service Numbers True call-toll-free SIPthenPOTS
4115 Directory Assistance True call-national-plus SiPthenPOTS
5118 Traffic and Weather True call-local SIPthenPOTS
a11s Emergency Falze call-emergency POTSthenSiP
9115 Emergency True call-emergency POTSthenSIP
19005 Pramium True block SIPthenPOTS
O .

enterprise.spectrum.com
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3.5. Stations

e Enter station information via spreadsheet or line by line (example of line by line shown)

Business Edition 4000 Configuration

& connecivin & DaFe & stations

Replace this kst

enterprise.spectrum.com

When entering the Single Number Reach (SNR nUmDer), entsr It In Sams way you woul
Type First Mame Last Name Display Name
User Schotte Eraun S.Braun
User Dale Hooper [:Hooper
Add Row

Email

schotte braur@svidb.com

dale hooper@swdb.com

neluding any digits requir

Extension

1001

1002

Phone Type  COR

BN

TEN

to get an cutEics ling If needed

Voicemal  SNR Delete
intemal 08135558802
intesmal —
Download Termnplate
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3.6. Call Routing

3.6.1. Business Hours

e Configure business hours to meet customer preferences

Business Edition 4000 Configuration

® comnectum & DalPen &  stations Q

©all Routng Featurss

Business Hours

Business Hours

kly schedulz for open hours. This schedule wil

be used by ==

er business hours in 24 hour format (17:00 for exam)

(:00) or half howrs (:30).
Open Business Hours
24/7 (Mo Closed Hours)

@ Dual Hours (Open and Closed)

Hours of Operation

Add New Hours

Holiday
| New Year Eo 2020
Christmas = 12252019
GT Football Cpening Game = os/zo/z019
Add New Holiday

enterprise.spectrum.com

s such as Auto

). Times must be either
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3.6.2. Hunt Group

e Configure Hunt Group(s) to meet customer needs.

Business Edition 4000 Configuration

® comecive & DaFn & stmtons © ocaiRowng Features

v Hunt Group «Q

Hunt Group

Group Name Pilor Number
[Mew]
Add Members
€3, Search by Member name or Extensior Add 3 Show Member Directory

= Minimum 2 members requined.

AW dyNamic memosrs

Hunr Method
paraliel

When No Member is Available

Disconnect Call

Timer Semings

Mamber Timeour

Secands [3-60000)

Enabiz Call Queuing

enterprise.spectrum.com
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3.6.3. Auto Attendant

¢ Configure Auto Attendant to meet customer needs.

Business Edition 4000 Configuration

Q Connectivit Q Dial Plan Q Stations 0 Cal =!3JT'\_: Features
v Auto Attendant [ @
'
Pilor Number
Aurto Attendant

How many imes do you want message o be played
4

Drop Through destination

Audio Prompr

Welcome Message

AA_aPrompt | wa Upload

enterprise.spectrum.com
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3.6.4. Night Service

e Configure Night Service to meet customer needs.

Business Edition 4000 Configuration

) . ® o . (] © ocalRowng
Night Service —
v
Migh Service: Manual Activation Code
1234
Active Hours
Monday Close 17:00 o Tuesday Open 0859
Tusesday Close 17:00 o Wednesday Open | 0850
Wednesday Close 17:00 o Thursday Open oE:=g
Thursday Close 1700 o Friday Open .
Friday Closa 17:00 © Sawrday Open 1650
Sauirday Cose 17:00 o Sunday Open 1658
Sunday Close 17:00 o Manday Open 0859
Holidays
Jan 1
Adcd Row

enterprise.spectrum.com
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3.6.5. Inbound call mapping

e Configure Inbound Call Mapping to direct calls for unassigned numbers to a default target.

Business Edition 4000 Configuration

® conmnecivi & DaFe & swatons © oalRoumng Featurss
v Inbound Call Mapping
"
Incaming cals to numb=rs o & specic Intemal number will be drected to the default tangst
v =lect=d for 2ac0h ssnvice
"
Service Provider Default Target Provider Send Digits
Inbound Call Mapping
SIP SpectrurnEnterprise Extension 1001 5. Braun Al Digits

m. Choose & @rget type and numbsr

%0 reglstered NUMbErs are routsd within the systs:

Spectrum Enterprise -
Registered Numier Target Type Target Mumber

8133020123 Extension 1001 5 Braun

enterprise.spectrum.com
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3.6.6. Outbound Caller ID

e Configure Outbound Caller ID to reflect the Registered Number (Main TN) of the customer

Business Edition 4000 Configuration

& comnectve & Difen &  statons © ©calRowing Faatirss
v Outbound Caller ID
"
Select a reglstered number to use as the default caller ID for sach senice
"
v Seqvice Provider Default Outhound DIDY
o SIP SpectrumEnterprise 8133020123
Outbound Caller ID
Manage xtEnsion In the tabie below. By osfault extensions mapped o Trunk
Dafault v srvice oefault calier ID numbsr.
Mapped Extension Caller ID
1001 5.Braun Trunk Default
1002 D.Hooper Trunk Default

3.6.7. System Operator

e Configure a System Operator for internal calls to “0” in the Voice Mail system

Business Edition 4000 Configuration

® connecov @ DaPen ®  swatons © ocalRoung Features
v System Operator «
~
Designate a number to fransfer a call to when the caller presses '0" In the Violce Mall system.

v

v Target Type Targer Number

s

4

System Operator

enterprise.spectrum.com
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3.7. Features

3.7.1. Paging

¢ Configure Paging to meet customer’s preferences.

Business Edition 4000 Configuration

& comnecuv @ DalpEn & statons &  CailRowing © Feares

paging Paging
Group Name Pilot Members Action
PageAll 1234 2

Add New Paging Group

3.7.2. Music on Hold

e Configure MoH to meet customer preferences. A new file may be uploaded to the BE4K to
customize the MoH.

Business Edition 4000 Configuration

& comnecnm & Daren & statons &  oaiRomng © Featwres

v Music on Hold

Music on Hold
By default, the Cisco MoH file will play during hold. Altematively, you may upload your own custom file.

Hold Music

music -on-hakd.au Upload

enterprise.spectrum.com
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3.7.3. Maintenance Schedule

¢ Configure a Maintenance Schedule to designate safe times to install software updates.
System backup scheduling is also accomplished on this page.

Business Edition 4000 Configuration

& conneci & D & stations & calRowng Q@ reawe

v Maintenance Schedule

Designate a i each day when it will be safe for the system to install software updates. This will be a

Maintenance Schedule 2 hour block of time when the system may be offline and unable to make or recsive phone calls.

Designate at least one day each wesk when a tem will create a backup. If no day selectad, backup

will be created on Saturday by default. The system will be offline and unable to make or receive phone

calls.
Beginning Ending Backup

Monday 00:00 o 02:00

Tuesday 00:00 o 02:00

Wednasday 00:00 o 02:00

Thursday 00:00 o 02:00

Friday 00:00 o 02:00

Saturday 00:00 (1] 02:00 +
Sunday 00:00 o 02:00

3.7.4. Licensing

e Apply customer’'s Smart License Token if the customer has this. Otherwise, leave blank

Business Edition 4000 Configuration

® conmnecivi & Dafen &  swations @  ©Oail Fouing © reatuss

v Licensing

"
this site with the customer's Smart Account by providing their Smart License Token. This field is a placeholder for the Token ID. The device
' the customer's Smart Account. If you enter a Token ID, we recommend setting a validin of at least 180 days when the

Licensing

Smart Licensa Token

enterprise.spectrum.com
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3.7.5. Apply changes.

Business Edition 4000 Configuration

@ oonnecth ® oaFe &  stavons & sl Rowing & restuss
v
v
tomer's Smart Account by providing their Smart L en. This field is a pla =r for the Tokan ID. The device
' & customer’s Smart Account. If you enter 8 Token D, we recommend setting a val of at least 180 days when the
o

token is ore

Licensing

Smar Licensa Token

Business Edition 4000 Configuration

Do you want 1o apply your changes?
Save a5 a Template

"°4®_

¢ Configuration builds and is complete once “Ready to deploy” is displayed

Business Edition 4000 Configuration

Progress
Enable Debug mode
Updated: 2019-05-17 16:03:49  Refresh
Step 1 outof 7
——
Building Ready to deploy
Step Update  Status Trace

Buikding 16:00:14 @ Ready to deploy

15:58:54 Generatng configuration
I15:58:54  Praparing for deployment...
15:22:20 Creating site

0817/2019 15:22:19 Initiglization in progress.

On your main portal page, the newly configured site will now reflect “Ready to Deploy”

'::lulsltl:!::. CHARTER COMMUNICATION: RATING LLC A users
Customers < SR
Customer Name ~ Locarion Stamns e Sarial Number Phones Last Change Actions
SwdBTLETW
Brandon Configuration In Progress
Riverview Configuration In Progress

<= e

enterprise.spectrum.com
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4. Deployment

4.1. Cisco Deployment Portal

Deployment of the Cisco BE4K is accomplished via the Cisco BE4K deployment Portal.

4.2. Deployment

4.2.1. Enter the serial number of the BE4K into the portal

sl pyisiness Edition 4000

Serial Number

Before begining the configuration upload, please locate the serial number on the under side of the device and enter it below.

CHASES $M TAM

QU T AT O W TS

N

Serial Number
Serial number

Show Serial Number Guidelines

enterprise.spectrum.com
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4.2.2. Choose Customer and Site

wheill pysiness Edition 4000

s
Choose Configuration

SN: S

4.2.3. Confirm Line Cards (Line Cards are not covered by this document)

il Bysiness Edition 4000

© @

Confirm Line Cards

SN: N
SvdB/TLSTW
Sabal

Ensure Line Cards slots are as follow

@EITE e oIITTE

* meccccccccs ¢ * ccccccccens -

No Line Cards No Line Cards

enterprise.spectrum.com
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4.2.4. Confirm Connections

Make sure BE4K interface GEO/O/0 is cabled to Spectrum Enterprise SIP gateway LAN

interface
e Make sure BE4K is powered on
e Deploy the configuration to the BE4K

‘tees’  Business Edition 4000

CISCO

O O
Confirm Connections

SN:
SvdB/TLSTW
Sabal

Complete the following steps

Step 1 Cable Connections +

Step 2 Power on Device

Step 3 Deploy Configuration

Deploy Configuration

e

enterprise.spectrum.com
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4.2.5. Deployment!

wheill pysiness Edition 4000

© © 0 O
\.J ‘a'/ ‘a'/

Connecting

=

Seeking Device....

It may take up to 5 min before the device becomes available.

Use these guides to assist you in completing the system installation.

@& DHCP and Option 150

ﬂ How to use Extension Assigner

enterprise.spectrum.com
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5. Caveats

« None at this time.

About Spectrum Enterprise

Spectrum Enterprise, a part of Charter Communications, Inc., is a national provider of scalable,
fiber technology solutions serving America’s largest businesses and communications service
providers. The broad Spectrum Enterprise portfolio includes networking and managed services
solutions: Internet access, Ethernet access and networks, Voice and TV solutions. Spectrum
Enterprise’s industry-leading team of experts works closely with clients to achieve greater business
success by providing solutions designed to meet their evolving needs. More information about
Spectrum Enterprise can be found at enterprise.spectrum.com.

enterprise.spectrum.com
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