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3CX IP PBX R14.0.44241.523 (Incl. v15) Configuration Guide

Charter

COMMUNICATIONS

1 Introduction

This document describes how to configure the 3CX IP PBX to interoperate with the Charter network. It does not provide any information for
provisioning, configuring or using the features of the 3CX. Please refer to the documentation provided with the IP PBX or contact the vendor.

2 Configuration Guide

2.1 SIP Trunk Setup

To set up a SIP Trunk, follow the step-by-step procedure.

Step  Action Result
1 Login to 3CX Phone System 3CX Server Manager opens
Server Manager
2 In the left frame of the window
Click on VolIP Providers
3 In the right frame of the window Add VOIP Provider Wizard window opens
Click Add Provider

4 Go to next table
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The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
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Step  Action Result
1 Fill out the following parameters
under Add VOIP Provider Wizard
a Name of Provider: Charter
b Country: Generic

¢ Provider: Generic SIP Trunk

2 Click Next button

3 Go to next table

CX Server Manager » Add VOIP Provider

¥ Add WOIP Provider Wizard

v

b

System Status

@ Prones Add WOIP Provider Wizard
> o Extensions
&5 \WebRTC Gateway Mame of Provider Charter !
" \Webmesting Country eneric v W
> @ SIP Trunks Provider Genetic SIP Trunk - @
B9 psTH Gateways URL P httpAwen 3o comdpartnersisip-trunks!
>} Inbound Rulss )
» T OutBound Rules 3Cx Supported VolP Providers can be found here hitt /i 33, comdpartnersssip-trunke’
*a Digital Receptionist More 3rd party tested providers can be found here http:fhwwee 3 cormdpartnersivaip-praviders html
*> &% Ring Groups
2 Call Queuss
k. o Bridges Cancel
> am Fax

n EBackup and Restore
» E Call Reports
> {F Settings
>4 Updates
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Step Action Result

1 Fill out the following parameters under VOIP Provider's Details

a  SIP server hostname or IP: IP address of the e-SBC
b SIP server port: 5060 is uses
¢ Outbound proxy hostname or IP: IP address of the e-SBC

d  Outbound proxy port: 5060 is used

2 Click Next button

3 Go to next table

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
permission from Charter Communications™.



‘ X Server Manager » Add VOIP Provider Manage  Add  View  Seftings  Help

> & system Status @ Add VOIP Provider Wizard

—
©h Fhones WOIP Provider Details:

> ®
aa Extensions Enter the hostname and port for your VOIP Pravider's SIP Server

59 WebRTC Gateway
I;-. Yehmesting ZIP server hostname ar IP 10.70.15.10
> &7 5P Trunks SIP Server port 5060
9 PSTN Gateways Outbound proxy hosthame or IP 10.70.15.10
’ & Inbound Rules Outbound proxy port (default is 5060 5060 (O

> 1 outBound Rules
» 8 Digital Receptionist
> A% Ring Groups < Back | Next >
2% Call Queuss
"',l Bridges
> mm Fax
[ 4 | Eackup and Restore
» & Call Reports
> {¥ Setiings
> # Updates

> 9 Healp

Step  Action Result

1 Fill out the following parameters under Accounts Details

a External Number: Assigned pilot DID issued by the provider

b Maximum Simultaneous Calls: Set to '5' in this example

2 Click Next button

3 Go to next table

-'-'51 Add WOIP Provider Wizard

Account Details
Enter the Authentication ID or SIP User, Password and number of your account

External Mumber

Authentication ID (aka SIP User ID) | |

Authentication Password | |

3 Way Authentication D | |

Sirmultaneous Calls

Iaximum simultaneous calls 4] ( | ]

Step  Action Result
1 Verify the correct parameters are set
2 Click Next button

3 Go to next table

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written 3
permission from Charter Communications™.



CX Server Manager » Add VOIP Provider

* 5

= 7]

>
C ]

Y Systern Status

Phones
Extensions
WebRTC Gateway

b o] Webmesting

SIP Trunks
PSTH Gateways

iy Add VOIP Provider Wizard

Office Hours

Configure where calls should be routed during office hours

(_iEnd Call

# Connect to Extension

") Connect to Queue / Ring Group

1000 1000 1000

8000 ringgroup

> ‘ Inbound Rules () Connect to Digital Receptionist 8001 Auto attendant ®
¥ T CutBound Rules _icemnail box for Extension 1000 1000 1000 ‘I
’ -!: Digital Receptionist () Forward to Outside Number '|
# &= Ring Groups - -
-~ d R () Send fax to email of extension email of extension 8388 W
22 Call Queues
=] 2
o Bridges + Same as Out of Office hours
> e Fax

n Backup and Restore
> & Call Reports
> LF Seftings
>4 Updates

9 Help

< Back | Mext =

2.2 Additional SIP Trunk Configuration

To add additional SIP trunk configurations, follow the step-by-step procedure.

Step Action Result
1 Navigate to SIP Trunks

2 Click Edit Provider

3 Go to next table

CX Server Manager » SIP Trunks

P ~ -
» Is System Status + add Provider & | EditProvider| (1] Delete Provider Refresh Registration
—
N ‘2 Ehone; Provider Marne Hiost / IP Address Type
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B9 WebRTC Gateway
2 ]
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Step  Action
1 Click the Advanced tab
2 Ensure PBX Delivers Audio is checked

3 Under the Codec Priorities Select and add G.711 U-law as Assigned Codec

4 Go to next table

Result

Ediit % CIP Provider settings and click Ol or &pply to save changes

Mombound Farameters  Inbound Parameters  Source D DID

> : Extensions
59 WehRTC Gateway
. Wehrmesting

Provider Capabilities
Configure Advanced options

[ H
» &= Ring Groups Put Public IF in SIP 14 Header

«2: Call Queues
=T
1 Bridges Registration Settings

> -j Fax Configure Advanced options

¥ € 2P Trunks Supparts Re-Invite :!}

9 PETN Gateways Supports Replace' ®
b4 4’ Inbaund Rules IPEI)-( Delivers Audio v iﬁl
b4 t QutBound Rules Switch on Secure RTP (SRTP) (o
» '® Digital Receptionist Disahia Yiden 0)

1

Backup and Restore Titme betyween registration sttempts (in seconds) 180 'CD
> Call Reports Recuire registration for: Do not reguire Ad CD
> i .
X ? Settings VWhich IP to use in 'Contact' and 'Connection’ SIP fields & Use Defautt Settings @
¥, Updates -
s Local P Address (Mindowes Default Route) '(!)
> Help _
Use this IP &ddress l:l '\!)
Codec priorties
Specify which codecs to use and their priorty
Available Codecs Azzigned Codecs
G Adaw - | G711 Utaw |
GSM-FR Add = Up
Shesx
iLEC = Remove Do
o7 =l
Step  Action Result

1 No additional changes are needed in
Outbound Parameter tab
Inbound Parameters tab
2 Click the DID tab
3 Under DID Numbers
Enter the DID numbers assigned by the provider

4 Click Apply button

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written

permission from Charter Communications™.



5 Go to next table

=:=:,51’ EditWOIP Provider settings and click Ok ar Apply to save changes
General  Advanced  Outbound Parameters  Inbound Parameters Source (D

DI Mumbers

Enter the DIDIC DI number(s) linked to this provider. An inhound rule will be automatically created for each DIDIDDI and needs to be modified to route
calls to the appropriate extensions. You might also need to configure source identification by DIDIODI frarm the Sadrce 1D tah

Step  Action Result
1 Click the Source ID tab
2 Check Source identification by DID
3 Click Add DID button Select DID popup window appears
4 In the pop-up window select the desired DIDs to add = Return to Source ID screen

Click Ok button

5 Go to next table

> .‘.;I System Status Edit VOIP Provider settings and click Ok or Apply to save changes

—
€4 Fhaones General  Advanced  Outbound Parameters  Inbound Parameters DID

¥ & Extensions
B9 WehRTC Gateway Call Source Identification
[ | The source of incoming calls must be identified. Configure how 3CX Phone System should identify calls from this provider.

. WWebmeeting

SIP Trunks Matching Strategy Match All Fields -
B9 PSTN Gateways SIP Field "
> ‘ Inbound Rules ) Select did =

> 1 outBound Rules
7 &' Digital Receptionist
* 2% Ring Groups SIP Field
Call Queues
w1 Bridges

? am Fax

B3 Backup and Restore
> Call Reports

>4 Seftings
> .f Updates If Call Source identification is based on di ese DIDs here. Bpecify a Mask, or select individual DIDs

> -
0 Help SIP Field containing DID numbers Cancel ~ @

Source dentification by DID

AddiUpdate Del

Custom Yalue

~ Source identification by DID I

Add Mask

Add DID

Delete

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written 6
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Step  Action Result
1 In the Source ID tab ensure that the DIDs added previously are in the list box
2 Click on Apply to save changes

3 Procedure completed

CX Server Manager » Edit VOIP Provider - Charter

> & Systern Status

e SIP Field containing DID hurnbers ReguestLine URI: User Part - |)
£ Phones
> ; Extensions b DI
n
B9 \WebRTC Gateway ¥ pr—
EE

- Webrmeeting
> & SIP Trunks
59 PSTH Gateways

> 4 Inbound Rules
» 1 outBound Rules
# '8 Digital Receptionist

> 2% Ring Groups

Delete

2 Call Queues
"—J Bridges
> mm Fax
3 Backup and Restare
» Call Reparts
> Settings
> # Updates

> @ Help

Ok Cancel I Apply |

2.3 Extension Setup
To set up extension, follow the step-by-step procedure.

Step  Action Result
1 At the Server Manger in the menu  Provider screen opens
Click Extensions
2 Click Add Extensions Add Extensions screen opens

3 Go to next table

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
permission from Charter Communications™.



CX Server Manager » Extensions

- : ] e =
» .‘_.I Systermn Status 2| add Extension | %, Edit Extension S Delete Extension :‘ Import Extension - Export Extension :. Download Active Users *** Regenerate passwords 258 Add Extension Group *. Send welcome
? Ehanes Filter:

59 WebRTC Gateway Extension Murmber First Marme Last Mame Ermail Address  Mobile Mumber  Outhound Caller 1D Group Marme  Phone Model MAC Address
2 | Webrmeeting 1000 1000 1000 DEFALLT

2P Trunks 3001 TestUser1 DEFAULT Palycorm BRIP334 (Firmware 4) 0004F 2B0DASF
== 3002 TestUser2 DEFAULT Palycom SPIP335 (Firmware 4) 0004F 2B0E4E1
=9 PETN Gateways & q ]

>} Inbound Rules

> 1 outBound Rules
# & Digital Receptionist
> A% Ring Groups

Call Queues
w1 Bridoes
? wm Fax
3 Backup and Restare
? E] Call Reports
>3x Settings
> # Updates

9 Help

Step  Action Result
1 Under User Information "3001" was used as an example
Extension Number:
enter the extension number
2 Under Authentication Password of “456” for testing purposes
Password:
enter an appropriate password

All other User Information parameters are optional

3 Go to next table

CX Server Manager » Add Extension

» & System Status ® Edit Extension settings and click OK or Apply to save changes.

—

? FPhones woice Mail  Forwarding Rules  Phone Provisioning  3CXPhone  Other  Options  Office Hours Scheduling  Rights
> an i

B9 WEbRTC Gateway User Informatian

| ;

Wiebmeeting Configure user information below
o SIP Trunks |E)densinn Murmher 3001
B9 PSTN Gateways -
First Mame
> 4 nbound Rules
LastM

> 1 OutBound Rules astiame
> ' Digital Receptionist Email address
* 2% Ring Groups Mobile Nurmber

-2¢ Call Queues

4 Bridges Authentication
> e Fax The authentication ID and Passward are used by the phone to authenticate with 3CX Phone System. Ifthe phone has a user id field enter the exension number.

3 Backup and Restare
> Call Reports D 3001
N .

0 Settings Passward 455 o
> 4 Updates
> 0 Help

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
permission from Charter Communications™.



Step  Action Result
1 Click the Voice Mail tab
2 Check: Enable Voice Mail
3 Under Voice Mail Configuration = As an example PIN number “1234” was used
PIN Number:

enter a pre-configured PIN

4 Go to next table

CX Server Manager » Add Extension

? “;' System Status & Edit Extension settings and click QK or Apply to save changes.
€ Phores mearding Rules Phone Provisioning  3C¥Phone  Other  Options  Office Hours Scheduling  Rights

*IENSI0ONS

B9 \WebRTC Gateway woice Mail Configuration

e ] :
o1 WWebreeting Ifyou are unable to answer a call, you can allow voice messages to he taken

& {3 -
_’ SIF Trunks I Enahle Yoice mail v I )
B9 PSTH Gateways —
Y Disable Yoicemail PIN Authentication (’i )]
> 4
Inbound Rules P
Play Caller ID i)
> 1 outBound Rules e L
» '8 Digital Receptionist IF"N Mumber 1234 I"l!,-' ok
> 2% Ring Groups Read out dateftime of message Do not read — kf
«2: Call Queues Ernail Options Mo email notification - klx
=P L
Step  Action Result

1 Click the Phone Provisioning tab

2 Under Provisioning enter the following parameters:

a MAC Address: Enter the MAC address of the phone
b Model: Select the appropriate phone model

¢ Phone Web Page Password: Enter the password

3 Go to next table

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
permission from Charter Communications™.



x Server Manager » Add Extension

> .'..'I Systern Status & Edit Extension settings and click OK or Apply to save changes.

B Phones General  Voice Mail  Forwarding Rules BCXPhone Other  Options  Office Hours Scheduling  Rights
'O B i

B9 WebhRTC Gateway

. Wiehmeeting Pravisioning

& SIP Trunks Frovisioning ensures the phaone settings are centrally retrieved, this limits the amount oftime spent and infarmation needed to be configured on each phone.
59 PSTN Gateways

MAC Address MAC Address here
> b Inbound Rules odel
ode Pal SPIP335 (Fi 4
> 1 OutBound Rules oeom (Flrmwiare 4) v
> '8! Digital Receptionist Fhone Weh Page Password [ ok
» 2% Ring Groups Fhone Display Language English (en-us) -
I'_ Call Queues Time Zone Use global PEX settings v GMT-5:00 (US Eastern Time, Mews Yark)
= Bridges Select Provisioning Method Local Lan {In the Office) -
? am Fax
Select Interface 10.70.15.2 hd

I3 Backup and Restore
> Call Reports

3 Q Settings Coadec Priority

>4 Updates Configure the priority of the codecs in this phone

’ 0 Help Freferred Codec PCRU -
Second Preferred Codec FCMA -
Third Preferred Codec G722 -
Fourth Prefarred Codec GT29AB -

Step  Action Result

1 No additional changes are needed:
3CXtab
Inbound Parameters tab
2 Click on Other tab
3 Under User Information:
Current Status: Select Available
Outbound Caller ID: Set Outbound Caller ID
SIP ID: Set SIP ID

4 Click Apply

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written

permission from Charter Communications™. 10



CX Server Manager » Add Extension

> & Systern Status
© Phones

l'- Webmeeting
> &+ SIP Trunks

=9 PSTH Gateways
> 4 Inbound Rules
> 1 outBound Rules
# & Digital Receptionist
> 2% Ring Groups
Call Cueues
" Bridges
? wm Fax
3 Backup and Restore
» Call Reports

A Edit Extension settings and click Ok or Applyto save changes.

General  Voice Mail  Forwarding Rules  Phone Provisioning  3CHPhone Options  Office Hours Stheduling  Rights

User Infarmation
Configure user status and options

ICurrem status Available
Queues Status Logged In
OHD OFF

Outhaund Caller 1D
SIPID

Extension Capahilities
Some of the options below are enabled to overcome compatibility issues with either old phones or those not supporting all of the SIP features

FEX Delivers Audio
Supports Re-Invite

> G Settmgs Support ‘Replaces' header
>4 Updates Switch on Secure RTR (SRTF)
> @ Help Enahle Secure SIP (TLS) P
_ Secure 8IP must be pre-configured fram Security node = Secure SIP (TLS)
Currently Secure SIP works only for 3CXPhone for Windows and MAC Clients
0K Cancel
Step  Action Result
1 No additional changes are needed in
Options tab tab
Office Hours Scheduling tab
Rights tab
2 Procedure completed
._'T'[LIP']
2.4 Inbound Routing
To add inbound routing, follow the step-by-step procedure.
Step Action Result
1 At the Server Manger in the menu  Provider screen opens
Click Inbound Rules
2 Click Add DID Add DID screen opens
3 Go to next table
The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written 1

permission from Charter Communications™.



CX Server Manager » Inbound Rules

. = -
> & System Status AddDID |# EditDID [J] Delete DID  Move Up  Move Dowr [ Export [ Import Y Show Filter
—
5 Phaones

’ :. Extensions
B9 \WehRTC Gateway
I"-. Yebmeeting
> &7 SIP Trunks
59 PSTN Gateways
? Inbound Rules
> 1 OutBound Rules
>
b

Yol GatewawProvider Fort ldentification CID Mame CID Mumber Curing Office Hours Cut of Office Hours
Charter Rule for 3002 3002 3002

DD Charter Rule for 3001 30m 30m

D10 Charter Fan 3005 3005

&' Digital Receptionist
~= Ring Groups
:2: Call Queues
"I-,1 Bridges
7 mm Fax
% Backup and Restore
’ Call Reports
b2 @ Settings
> # Updates

’ 0 Help

Step  Action Result

1 Under the Inbound rule name add the following parameters:

a Inbound rule name: Enter an appropriate name

2 Under Number/Mask add the following parameters:

a Inbound rule type: Leave as default

b DID/DDI number/mask: Enter the pilot DID number for the SIP trunk

3 Under Apply this rule to these ports add the following parameters:

a Available ports: Check the box next to Charter

4 Under Office Hours add the following parameters:

a Connect to Extension: Select the extension to map to the DID

5 Click Apply button

6 Procedure completed.

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written

permission from Charter Communications™. 12



Inbound rule name

Enter a DID or string to look for in the SIP "to" field. Use wildcards (*) to match any digit for that entre For example, entries 22444032 OR 2244403% will hoth match calls with a dialled numhbe
+36722444032 in the "to" field

I Inbaund rule name Rule far 3001 I(.I

Mumberittask
Selectfrorm the drop-down below the type of inhound rule vou want to create and enter a mask for this DID. You can use the * as awildcard either bafare ar after vour mask.

Inbound Rule type DIDVDDI numbermask -
DIDDDI numhbermask

Apply this rule to these ports
Selectthe Gateway you want this DIDIDDI rule to he applied to. You can select on the whole gateway which will apply the rule to all the ports, oryou can select individual ports.

IA\raiIabIe pons > W G charter | D

Ofice Hours
Configure where calls to this DID/DDI should be routed during office hours,

)

—

End . Call

I #= Connectto Extension 3001 TestUser! - I 1
Connectto GQueue i Ring Group 000 ringgraupi - (]
Connectio Digital Receptionist 8001 Auto attendant - i
“olcemail box for Extension 1000 1000 1000 =
Forward to Outside Number i
Send faxta email of extension BBEE - i

2.5 Outbound Routing
To add outbound routing, follow the step-by-step procedure.

Step  Action Result
1 At the Server Manger in the menu  Provider screen opens
Click Outbound Rules
2 Click Add Outbound Rules Create Outbound Rule opens

3 Go to next table

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written

permission from Charter Communications™. 13



CX Server Manager » OutBound Rules

» -
b .'.'I System Status Add Outbound Rule | & Edit Outbound Rule [§) Delete Outbound Rule f Move Up ‘ Move Daown

@ Phones
’ ... Extensions
B9 WebRTC Gateway
I"- YWebmeeting
> &1 SIP Trunks
=9 PSTN Gateways

Quthound Rule Mame Call from extension(s) Mumber prefix Mumber Length Extension Group Routel

Rule for Charter DEFALILT Charter

OutBound Rules

» &% Ring Groups
2: Call Queues
"'-,1 Bridges
* wm Fax
% Backup and Restare
’ Call Reports
> 12 Settings
> # Updates

' ?) Help

Step  Action Result
1 Under General: Select Extension Group window opens
enter the outbound rule name
2 Under Apply these rules to this group:
Calls for extension group: Select DEFAULT
3 Click OK button Return to New Outbound Rule window
3 Under Make outbound call on
Route 1: Select Charter
4 Leave all other parameters as default Will allow users to only dial a “1” for 10-digit external DIDs
5 Click Finish button

6 Procedure completed

27N

2.6 International Dialing
To setup international dialing, follow the step-by-step procedure.

Step  Action Result
1 At the Server Manger in the menu: Security Settings window opens

Click Settings -> Security

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written

permission from Charter Communications™. 14



2 Under Allowed Country Codes:

Click the check boxes for which countries to allow International dialing

3 Click Apply button

4 Procedure completed

x Server Manager » Security

OutBound Rules = ﬂ' Security Settings

>
>
b

& Digital Receptionist  gecyre giP (TLS)  Anti-Hacking  IP Blacklist wed Country Codes | EpRE
2% Ring Groups —

v Call Queues Allowed Countries
o Bridges
>mm Fax
% Backup and Restor

? Call Reports Country list by contingnt
O |

w PUSH

=22 Firewall Checke
Company Phone
Fhone Provision

a:

Select the region or country to which calls are allowed

Maorth America
South America
Europe

Asig and the Middle East
Aftica

Australia

o

WOW W W Y Y

o
L
®
L
®
®

&% Advanced
WY Recordings Man
iy Emergency Murr
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