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Cisco CUCM R11.0.1 with CUBE R11.5.0 IP PBX Configuration
Guide

Charter

COMMUNICATIONS

1 Introduction

The document describes how to configure the Cisco Unified Communication Manager (CUCM) R11.0.1 with the Cisco Unified Border Element
(CUBE) R11.5.0 IP PBX to interoperate within the Charter network. It does not provide any information how to provision, configure or use the
features of the IP PBX. Please refer to the documentation provided with the IP PBX or contact the vendor.

2 Configuring The Unified Communications Manager

2.1 Cisco UCM Version

aliul.  Cisco Unified CM Administration IEWERER Cisco Unified CM Administration v | Go |

cisco For Cisco Unified Communications Solutions administrator Search Documentation Abaut Logout

System »* CallRouting = Media Resources »  Advanced Features » Device »  Application »  User Management Help =

A Smart Call Home is not configured. To configure Smart Call Home or disable the reminder, please go to Cisco Unified
*) Serviceability > Call Home orClick here.

Cisco Unified CM Administration

System version: 11.0.1.21900-11

VMware Installation: 1 vCPU Intel(R) Xeon(R) CPU E5-2680 0 @
2.70GHz, disk 1: 80Gbytes, 4096Mbytes RAM, Partitions aligned

2.2 Cisco Call Manager Service Parameters

Follow the step-by-step procedure.

Steps  Action
1 Navigate to System > Service Parameters
2 Select Server* : Clus21Sub1l - - CUCM Voice/Video (Active)

3 Select Service* : Cisco Call Manager (Active)

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written 1
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4

5

All other fields are set to default values

Go to the next table

-Select Server and Service

Server*

Service*

:clusz 1sub1--CUCM Voice/Video (Active)

W

| Cisco CallManager (Active)

W

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

r Call Throttling

Code Yellow Entry Latency ¥

Code Yellow Exit Latency Calculation *
Code Yellow Duration *

Max Events Allowed L

System Throttle Sample Size *

Parameter Name

- Cisco CallManager (Active) Parameters on server clus21sub1--CUCM Voice /Video (Active)

Parameter Value Suggested Value
|20 | 20

|40 | 40

I 5 v | 5

2000 | 2000

10 | 10

3. Off-net Calls via Charter SIP Trunk

Off-net calls are served by SIP trunks configured between Clsco UCM and Charter Network and calls are routed via Cisco UBE.

4. SIP Trunk Security Profile

Steps  Action Description
6 Navigate to System > Security > SIP Trunk Security
Profile
7 Name* : Charter Non Secure SIP Trunk Profile
8 Description: non Secure SIP Trunk Profile
authenticated by null String
9 Incoming Transport Type: TCP + UDP
10 Outgoing Transport Type: UDP SIP trunks to Charter SBC should use UDP as a transport protocol for
SIP.
This is configured using SIP Trunk Security profile, which is later assigned
to the SIP trunk itself.
11 Go to the next table
The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written 2
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~SIP Trunk Security Profile Information
Name* Charter Non Secure SIP Trunk Profile
Description Non Secure SIP Trunk Profile authenticated by null Strin
Device Security Mode MNon Secure v
Incoming Transport Type * TCP+UDP v
Outgoing Transport Type UDP v

Enable Digest Authentication
Nonce Validity Time (mins)* 600

¥.509 Subject Name

Incoming Port™® 5060

Enable Application level authorization
Accept presence subscription

Accept out-of-dialog refer**

Accept unsolicited notification

Accept replaces header

Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filtering® | Use Default Filter v

5.SIP Profile Configuration

SIP Profile will be later associated with the SIP trunk.

Steps  Action Description
12 Navigate to Device > Device Settings > SIP Profile
13 Name* : Charter SIP Profile

14 Description: Default SIP Profile

15 Default MTP telephony Event Payload Type: 101 RFC2833 DTMF payload type
16 SIP Rel1XX Options: Send PRACK for 1xx Messages Enable Provisional Acknowledgements (Reliable 100
messages)

17 Ping Interval for In-service and Partially In-service Trunks (seconds): OPTIONS message parameters- interval time
60

18 Ping Interval for Out-of-service Trunks (seconds): 120 OPTIONS message parameters- interval time

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
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19 Go to next table

-SIP Profile Information

®
Name Charter SIP Profile
Descriplion Default SIP Profle

Default MTP Telephony Event Payload Type™ 101

Early Offer for G.Clear Calls™ Disabled ul
User-Agent and Server header information™ | 5end Unified CM Version Information as User-Agen ¥
Version in User Agent and Server Header® Major And Minor v
Dial String Interpretation® Phane number consiste of characters 0-0. °, =, an¢ ¥
Confidential Access Level Headers™ Dhsabled bl

Redirect by Application

Disable Early Madia on 180

Oubgaoing T.38 INVITE include audio mlne

Use Fully Qualified Domain Name in 51F Requests

Assured Services SIP confarmance

SDF Information

S0F Session-level Bandwidth Modifier for Early Offer and Re-invites® [ TIAS and AS v
SDP Transparency Profile Pass all unknown SDF attributes ¥
accept Audio Codec Preferences in Received Offer® Default b

Reguire SOP Inactive Exchange for Mid-Call Media Change
Allow RR/RS bandwidth modifier (RFC 3556)

~Parameters used in Phone

Timer Invite Expares [:ecnnd&]t 180
Timer Register Delta (seconds)™ 5
Timar Regiater Expires (a&conds) x 3600
Timer T1 (meec)® 500
Tirmer T2 (meec)™ 4000
Retry INVITE® &
Retry Hon-INVITE™ 10

Media Port Ranges ® Common Port Range for Audio and Video

Separate Port Ranges for Audio and Video
Seart Media Port® 16364

Stap Medis Part® IZTEE

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
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OFf Hook To First Digit Timer (milliseconds)® | 1500

Call Forward URI* x-tisco-serviceuri-chwdall

Speed Dial (Abbreviated Dial) URI™* w-piscn-sarviceuri-abbrdial

[+l Conference Join Enabled
LlrFec 2543 Hold

[+ Semi attended Transfer

[ Enable vaD

[] stutter Message Waiting

[ MLPE user Authorization

Normalization Script

Mormalization Script | < None =

W
Enable Trace
Parameter Name Parameter Value
1

Incoming Requests FROM URI Settings

Caller 1D DN

Caller Name

Timer Subscribe Expires (seconds)® 120

Timer Subscribe Delta (seconds)™ s
Trunk Specific Configuration
Reroute Incoming Request to new Trunk based on™® | yayer w
Resource Priority Mamespace List < None = w
SIP Rel1XX Options™ Send PRACK if 1xx Contains SDP w I
Video Call Traffic Class® Mixed v
Calling Line Identification Presentation® Default W
Session Refresh Method® Invite b
Early Offer support for voice and video calls® Best Effort (no MTP inserted) w
(] enable anaT

[l peliver Conference Bridge 1dentifier

[l allow Passthrough of Configured Line Device Caller Infarmation
: Reject Anonymous Incoming Calls

O Reject Anonymous Outgoing Calls

[l 2end ILS Learned Destination Route Strimg

SIP OPTIONS Ping

[+ Enable cPTIONS Ping to monitor destination status for Trunks with Service Type "Naone (Default)”™ I
Ping Interval for In-service and Partially In-service Trunks (seconds)® gg

Ping Interval for Out-of-service Trunks (seconds)* 120
Fing Retry Timer (milliseconds)® 500
Ping Retry Count® 6

FSDP Information

[ send send-receive SDP in mid-call INVITE
[] allow Presentation Sharing using BFCP
[[] Allow ix Application Media

] anew multiple codecs in answer SOP

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
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6.SIP Trunk Configuration

Create SIP Trunks to Cisco UBE.

Steps  Action Description

20 Navigate to Device > Trunk

21 Device Name: Charter Name for the trunk

22 Device Pool: G711 Pool Default Device Pool is used for this trunk

23 Media Resource Group List: MRGL_MTP MRG with resources. ANN, CFB, MOH and MTP
24 Significant Digits: 4 4 digits Extension for all CPE phones

25 Destination Address: 10.80.11.10 IP address of the Cisco UBE Virtual LAN

26 SIP Trunk Security Profile: Charter Non Secure SIP Trunk Profile = SIP Trunk Security Profile configured earlier
27 SIP Profile: Charter SIP Profile SIP Profile configured earlier

28 Go to next table

System v | CalReulng v  Med Resources v  Advanced Featwes v  Device v ppicaion v User Masagement v Help v

Find and List Trunks

o Aditen ] sttt (5] Cowrns 9 e seecs Oy Resesees
Trunks (1-80f8) Rows per Page 50 "
Find Trunks where | Device Name ¥ |begins with ¥ || Find || Clear Filter | &p | =
Select tem or enter search text ™
" O heior  Ros . e . Tk . .
Mame > Description Swech T Faibon oo p Pt g SPTenkSuba SIP Trunk Duratice 51P Trunk Secerity Proéle
Soaze L=
& CUCM to FAxgateway  SIP Trunk to G711 6047 SIP Full Service Time In Full Service:  Charter Noo Secure SIP Trunk Profils
FRN Gateway Podl Trunk 1 day 0 hour 52
minukes
.:' Charter SIP Trunk to [ F O] 5P Full Senvice Time In Full Service:  Charter Non Sequre SIP Trunk Prof
Charter CUBE Posl Trunk 0 day 3 hours 27
minutes
& ni anection To WM Default 2302 SIP Uslknown - Jnity Connection Trunk Secunky Profile
Trunk  OPTIONS Ping not
enakled
The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written 6
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SIP Trunk Status

Service Status: Full Service
Duration: Time In Full Service: 0 day 0 hour 3 manutes

F Device Infarmation

Product: SIP Trunk

Device Protocol: Sip

Trunk Service Type Mone|{Default)

Device Name* Chartar

Deseriphan SIP Trunk to Charter CUBE

Device Pool® G711 Pool M
Comemon Device Configuration < Mone > L
Call Classification™® Use System Default '
Media Resource Group List HRGL_MTP ¥ I
Location® Hub_None T
AAR Group < Mong = M
Tunneled Protocol® Hone ¥
QSEG Variant ® Mo Changes

ASM.1 ROSE OID Encading Mo Changes

Packet Capture Mode" Hone i
Packet Capture Durabion o

I_. Media Termination Poant Reguired
[+ Retry video Call as Audio
Fath Replacement Support
[] Transmit UTF-3 for Calling Party Name
Transmit UTF-8 Names in QS1G APDU
[unattanded port

[_- SRTP Allowed - When thas 'Fl-u-p s checked, Encrypted TLS neads to be configured in the network to provide end to &nd securty. Faillure to do so will expose keys
and other information,

Consider Traffic on This Trunk Secure® Wwhen using bath sRTF and TLS
Rooute Class Signaling Enabled* Default L
Use Trusted Relay Point™ Dhafault b

[ BTN Access
[+ frun @0 Al Active Unified CM Nodes

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
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Intercompany Media Engine (IME)
E. 154 Transformation Profile | < None > w

MLPP and Confidential Access Level Information
MLFF Domain < None = w
Confidential Access Made . None = -

Confidential Accass Lavel < pone =

Call Routing Information

¥ Remote-Fa riy-Id
1] Asserted-Tdentity

Asserted-Type™ | Default i

SIF Privacy™ | Default v
Inbound Calls

ISlngl-:-nn't Digits™ 4 v I
Connected Line D Presentation® | Dataylt w
Connected Name Presentation™ | Daefault hd
Calling Search Space <« MNone = o
AAR Calling Search Space < Noné = w
Prefic DN

[+ Redirecting Diversion Header Delivery - Inbound

rIncoming Calling Party Settings

If the administrator sets the prefix to Defaulk this indicates call processing will use prefix at the next level setting (DevicePool/Service Parameter).
Otherwse, the value cnnflgur:d 15 used as the pr:’f'l:n: unless the field is empty in which case there 15 ng preﬁ:-u: assgned.

Clear Prefix Settings Default Prefix Settings

Incomang Number  Dafault o < None > e i

rIncoming Called Party Settings

If the administrator sets the PFEFIJ-C to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service Parameter).
Otherwise, the value configured is used as the prefix unless the field is empty in which case there is no prefic assagned.

Clear Prefix Settings Default Prefix Settings
Mumber Type Prefioc Strip Digits Calling Search Space Use Device Pool C55

—

Incoming Number  oafaylt i = Mong > w |

Connected Party Settings
Connected Party Transformabion C55 | = None = v

¥ Use Device Pool Connected Party Transformation C55

- Outbound Calls
Called Party Transformation C55 < None > v

# Use Device Pool Calied Party Transformation C55

Calling Party Transformation CSS < Hone = r
¥ Uze Device Pool Calling Party Transformation C55
|Ca1linp Party Selection™® Originater v I
Calling Line iD Presentation™ Default v
Calling Name Pre sentation™ Default v
Calling and Connected Party Info Format® | peliver DN anly in connected party ¥
*| Redirecting Diversion Header Delivery = Outbound
Redirecting Party Transformation €55 < None = v
¥y ool Redirecting Party Transfarmation CS5
TOP

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
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Caller Information
Caller 1D DN

Caller Hame

Mainkain Original Caller ID DN and Caller Name in Identity Headers

EIF Information

-]

| Destination
Cestination Address is an SRV
Destination Addreus Destination Address IPvE Drestination Port
II' 10.80.11.10 I S060
MTP Preferred Originating Codec™ 71 ulaw v
BLF Presence Group® Standard Presence group a
1P Trunk Security Profile® Charter Nan Secure SIF Trunk Profile v |
Rerpubing Calling Search Space < None » v
Qut-Of-Dizlog Refer Calling Search Space | < Hone » r
SUBSCRIEE Calling Search Space < None > ¥
SIP Profile™ Charter SIP Profile v | view Detail
DTMF Signaling Method* Ho Preference ¥
Narmalization Script
Normalization Scrpt | < Mone = Al
Enable Trace
Paranieter Narme Parameter Value
1 d || =

Rocording Information
% None
Thiz trunk connects 1o a8 recerding-enabled gateway

Thiz trunk connects 1o other dusters with recording-enabled gateways

F Geolocation Configuration
Geolocation « Ngne = had

Geolocation Filteér < Hone = -

| Band Gealacation lafarmatian

ttern Configuration

Navigate: Call routing > Route/Hunt > Route Pattern
Route patterns are configured as below:

® Cisco IP phone dial “8".1+10 digits number to access PSTN via Cisco UBE
® “8”is removed before sending to Cisco UBE
® For FAX call, Access Code “8"+ 1+10 digits number is used at Cisco Fax gateway
® “8”is removed at Cisco UCM
® The rest of the number is sent to Cisco UBE to Charter network
® Incoming fax call to 6047 will be sent to Cisco Fax gateway

Steps  Action Description
29 Navigate to Call routing > route/hunt > Route Pattern

30 Route Pattern: 8.@ for Voice & International Calls, 6047 for Fax Call and 2302 Specify appropriate Route Pattern
for Unity Connection

31 Gateway/Route List: Charter for Route Pattern 8.@, 6047 for SIP Trunk To Fax SIP Trunk name configured earlier
Gateway and 2032 for Unity Connection

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
permission from Charter Communications™.

Y U DO ~ c O X1



32 Numbering Plan: NANP for Route Pattern 8.@ North American Numbering Plan

33 Call Classification: OffNet for Route Pattern 8.@, 6047 and 2032 Restrict the transferring of an external call to
an external device

34 Discard Digits: PreDot for Route Pattern 8@. Specifies how to modify digit before they are
sent to Charter network

35 Procedure Complete

Route Patterns (1 - 7 of 7) Rows per Page 50 ¥
Find Route Patterns where | Pattern v | begins with ¥ | _Find || Clear Filter || 5o || =
Pattern * Description Partition Route Filter Associated Device Copy
2302 Route pattern to unity Unity Connection s
6047 Route pattern to FAX Gateway CUCH to FAXagateway g
N PSTH calling Charter g
-

Ipmem Definition

|R|:-ube Pattern® 8@ |
Route Partition = None = v
Description PSTN calling

Ill‘lumbennq plan* HANP v I
Route Filter < Hone >
MLPP Precedence ® Default M

Apply Call Blocking Percentage
Resource Pnionty Namespace Network Domain | < None = v
Route Class® Default v
Gateway/Route List® Charter v Jiedin
Route Option % Route this pattern
Block this pattern | No Error r

Call Classification® OffNet A ]
External Call Control Profile < None = v

Allow Device Override ¥ Provide Outside Dial Tone Allgw Overlap Sending Urgent Prianty

Require Forced Authorization Code
Authorization Level® a

Require Client Matter Code

-Calling Party Transformations

I ¥ use Calling Party's External Phone Number Mask
Calling Party Transform Mask

Prefix Digits (Outgeing Calls)

Calling Line 1D Presentation® | Default M
Calling Name Presentation® | Default x
Calling Party Humber Type* [ Cisco CallManager ¥
Calling Party Numbering Plan® | Cigca CallManager v

- Connected Party Transformations
Connected Line ID Presentation® Default hl
Connected Name Presentation® | Default bl

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
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Called Party Transformations

Discard Digits PreDat w I
Called Party Transform Mask

Prefix Digits (Outgoing Calls) |

Called Party Number Type™ | Cisco CallManager v
Called Party Numbering Flan® | Cisco CallManager v

- ISDN Network-Specific Facilities Information Element
Network Service Protocol | -- Not Selected -- v
Carrier [dentification Code

Network Service Service Parameter Name Service Parameter Value
-= Mot Selected -- v | < Not Exist >

Pattern Definition

Route Pattern™® 2302 |
Route Partition < None > *
Descripbion Route pattern to unity I
Numbering Plan -- Mot Selected -- N
Roube Filter < Nong > v
MLP® Precedence ® Default v
Apply Call Blocking Percentage

Resource Priority Namespace Network Domain | = Nope = v
Route Class™ Default M
|Gat:wnw‘ﬂ;nut: List* Unity_Connection v I':Eﬂiﬂ
Route Option * Route this pattern

Block this pattern | No Error v
Call Classification® Offtet hd I
External Call Control Profile | < None = -

Allow Device Override ¥ Provide Outside Dial Tone Allow Overlap Sending | Urgent Priority

Require Ferced Authorization Code
Authorization Level* 2

Require Client Matter Code

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
permission from Charter Communications™.
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“Calling Party Transformations

[Tuse Calling Party's External Phone Number Mask
Calling Party Transform Mask

Prefix Digits (Outgoing Calls)

Calling Line ID Presentation® | pefault V:
Calling Name Presentation® | pefault |
Calling Party Number Type* | Cisco CallManager v
Calling Party Numbering Plan* | Cisco CallManager v

-Connected Party Transformations
Connected Line 1D Presentation® | pefault
Connected Name Presentation® | Default

Called Party Transformations
Discard Digits < None >

Called Party Transform Mask

Prefix Digits (Outgoing Calls)

Called Party Number Type* | Cisco CallManager
Called Party Mumbering Plan* : Cisco CallManager

ISDN Network-Specific Facilities Information Element
MNetwork Service Protocol | == Not Selected --

Carrier Identification Code |

Network Service Service Farameter Name
| == Not Selected -- v: = Mot Exist =

Service Farameter Val

Pattern Definition

Iaoutt Fattern ™ 6047 |
Route Partition < Mone >

Iﬂtﬁliﬂﬁﬂﬂ Route pattern to FAX Gateway I
Numbering Plan -- Not Selected --
Route Filter < None >
MLPP Precedence® Default

Apply Call Blocking Percentage
Resource Prionty Namespace Network Domain | = Naone =

] igdin)

Require Forced Authorization Code
Autherization Level® 0

Require Client Matter Code

Allow Device Override # Provide Outside Dial Tone | Allow Overlap Sending Urgent Priority

Route Class™® Default
Gateway/Route List" CUCH_to_FAXgateway
Route Option * Route this pattern
Block this pattern Mo Error
|ICaII Classification™® OffNet A I
External Call Cantral Profile < None > v

The information contained herein is confidential and should not be disclosed, copied, or duplicated in any manner without written
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