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About Spectrum Enterprise:

Spectrum Enterprise is a division of Charter Communications following a merger with Time
Warner Cable and acquisition of Bright House Networks. Spectrum Enterprise is a national
provider of scalable, fiber technology solutions. The Spectrum Enterprise portfolio includes
networking and managed services solutions, including Internet access, Ethernet and Managed
Network Services, Voice, TV and Cloud solutions. Our industry-leading team of experts works
closely with clients to achieve greater business success.

About this document:

Spectrum Enterprise assures IP PBX compatibility by conducting interoperability testing to
ensure any potential compatibility issues have been resolved prior to installation. Please review
the IP PBX configuration instructions in this guide prior to your installation date.

Be advised that this document may contain references to Charter or Charter Business. All
references to Charter should be read as Spectrum Enterprise.

Thank you,

Spectrum Enterprise
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may vary. Restrictions may apply. Subject to change without notice.
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Product: Unified Communications

Platform tested ** Version
KX-TDE100 v8.0101

** Configuration steps apply to Panasonic KX-TDE100, KX-TDE200, and KX-TDE600 platforms

Overview

This document outlines the configuration settings required for the KX-TDE to make full use of the
capabilities of Charter Communications SIP Trunk Services.

The SIP trunk services of the KX-TDE PBX are provided through virtual CO line cards (VSIPGW16) which are
designed to be easily integrated with an Internet Telephony Service provided by an ITSP (Internet Telephony
Service Provider).

This guide describes the specific configuration items for the Virtual SIP Gateway Card in addition to the basic
PBX configuration related to SIP trunk functionality. It also describes basic Network configuration to
familiarize dealers with the network setup. It does not describe the purpose and use of all programming
options on the Virtual SIP Gateway Card. For those details, see the KX-TDE100/200/600 Manuals for Virtual
SIP CO Line Card available on the Panasonic reseller website.

DSP Card and Activation Keys

v The PBX must be equipped with a DSP card in order to provide communication between the TDM side of
the PBX and the SIP trunks
v' Activation keys for SIP-Trunks must be installed in the PBX to provide SIP-trunk functionality

To check the number of activation keys installed in the PBX and add new licenses, please refer to Page
14 in this configuration guide.

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538



- Panasonic
ELLE AUTHORIZED

BULLETIN AUTHOR1ZEC

Architecture Overview
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The above diagram illustrates simple VoIP networks connecting the KX-TDE PBX. Charter
Communications will provide its services over the Public Internet.
Port Forwarding Rules on the End Router

- Forward Port (UDP) 5060 to the PBX IPCMPR-Card IP address

- Forward Port Range (UDP) (12,000 <-> 12,127) to the VOIP-DSP Card IP
address

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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Basic V-SIPGW 16 Settings for Charter Communications SIP Trunks

1. Install the PBX Unified Maintenance Console on your PC
a. The maintenance console is available for certified dealers. Dealers can get the latest
version of the UPCMC from www.panasonicpartnerportal.com (UPCMC version 7.8.1.1
or higher)

2. Connect to the PBX
a. Start the PBX Unified Maintenance Console and click OK

-
PEX Unified Maintenance Console

Information before programming

| »

<« Default Programmer Code (saved in PC) == E

Installer level : INSTALLER.
Administrator level : ADMIN

User level : USER

<<« Default Password (saved in PEX) ==
Installer level 11234
Administrator level : 1234

User level 11234

The administrator level password is used for PBX Web Manager also.
Changing password from default is strongly recommended to prevent unexpected access.

<« Multi-site PBX Manager =>
The multi-site PEX manager can modify system data of master PEX and copy to another PEX in -

OK{(Q)

b. Log into Installer Level programming and click OK
Enter Programmer Code: INSTALLER

PBX Unified Maintenance Console

Enter Programmer Code : INSTALLER
@ Standard PCMC
() Multi-site PBX Manager
() Multi-site PBX Manager {Demo mode)

[7] Automatically Login [ OK(0) ] [ Cancel(C) ][Informaﬁon(l)]

(C) Panasonic System Networks Co., Ltd. 2007

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538


http://www.panasonicpartnerportal.com/

Panasonic
AUTHORIZED

RESELLER PROGRAM

c. Click Connect

]~
Panasonic
% PBX Unified Maintenance Console

New(N) Open(0)

Multi-site PBX PBX Replacement(P) VoIP Test Tool(V)

Manager (M)
| s~
y £ O 4
PBX Web Manager(W) 1P Terminal(I) Options(T)

d. Enter the KX-TDE IPCMPR IP Address and Password, then click Connect
Factory Default Password: 1234

KX-TDE100/200 KX-TDE600

F
PBX Unified Maintenance Cansole

-
PBX Unified Maintenance Console
- -

Profie Name : [default - [[MERE Profii Name : [default SJMERE

Connection Property Connection Property
PEX Model : [K4-TDE100/200  + PEX Model
@ LAN (O) Modem (0) RS-232C (0) USB @ LAN () Modem () RS-232C (0) USB
LAN Modem RS-232C usB LAN Modem RS-232C UsB

IP Address : | 152.168.0.101 - [ searcnte) | I 1P Address :  192.188.0.101 + | scarchis)

Port: 35300 fl Port : 35300

Enter P d:
rPassword:  eese Enter Password : eess

S P d
[[] save Passwort [ save Password

Pl ch th dfr iy,
AR T T (e *) Please change the password freguently,

I Connect(O) Connect(0)

e. Complete the Quick Setup Wizard configuration (if starting at factory default)

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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3. Configure the LAN Settings of the PBX

a. Go to 1.Configuration -> 1.Slot

RESELLER PROGRAM

b. Hold your mouse over the IPCMPR Card and click Card Property

& KX-TDE Maintenance Console - [1. Configuration - 1. Slof] L | B |
Fie(F) DisconnectD} ToolT) Utity(U) View(V) Window() Help(H) [B[ES
&G OB €|

System Wenu % || 1150t
1.Configuration =

[ RefreshiE} ] [ Close(L) ] [ Summary(s) ] Activation Key(A)
T — | — | - Ij_g DHLCB -
] z DLC16
— 0
= — —— 8 DLCS
—1 I MCSLC24
oea?
MSLC16
SV Property sLC8
!II SLC16 5
=] CSLC16
CSliF =
| o | =
— LCOT16
L | LCOTS
® PRIZ3 R
@ = T
o2 @3 IP_GWV4{TDAD480)
E p IP-GW4{TDAD484) i
2.8ystem ' e — =
—h DO OO — - N N
3.Group =1 s N e S _Port Digital Hybrid Extension Card
4 Extension = —
5.0ptional Device ) = 1 2 3 4 / 69 w
— f

c. Based on your Local LAN, assign static IP addresses to the PBX. The default
gateway should be the end router’s network IP address.

IPCMPR-Card IP Address:
VoIP-DSP IP Address:
Subnet Mask:

Default Gateway:

<provided by LAN administrator>
<provided by LAN administrator>
<provided by LAN administrator>
<provided by LAN administrator>

™ KX-TDE Maintenance Console - [1.Configuration - 1.5lot - Card Property - IPCMPR] [E=REe] x|
Fie(F) DisconnectD) ToolT) Utiity(U) Wiew(V) Window(W) Help(H) 2E )
gl aRe|

System Menu x ‘ 1.1 Siot | Card Property - IPCMPR |

1.Configuration -

[ oxo [ concele | [ awovin) |

able Station
) LAN Setting | oP-DSP Option | Port Number | LANStatus | DHCP | IPCMPR

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538

Speed/Duplex for Main Port
Speed/Duplex for Maintenance Port
LAN Disconnect Decision Time
DHCP Port Number

DHCP Time Out

Description Value

DHCP Client Disable

MAC Address for IPCMPR-Card

IP Address for IPCMPR-Card I192.168 0.101
MAC Address for VolP-DSP

IP Address for VolP-DSP 192.168.0.102
Subnet Mask 255.255.255.0
Default Gateway

Auto Negotiation
Auto Negotiation
S5s

&7

10s

1
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d. Click Apply, then click OK

4. Installing V-SIPGW16 Cards
a. Select the Virtual Shelf at the bottom

Fie(F) DisconnectD} ToolT} Utiity(U) View(V) Window(X) Help(H} [(WE]ES]
& @B €

System Menu x ‘ 1.1 Siot |

1.Configuration

[ Refresh(E) J[ Close(L} ][ Summary(S) ] Activation Key(&)

IP Phone Reuistration(R) Physical Slot: 4
o T | —] | T Ij_g DHLCB -
=]
Iz

I
j | \ oo i DLC16
T L Bh — o < 2 g DLC&

(=)

=)
=
3]
i
Q
ES

m

m

[
oD o
I

clefelo]

&
I o
lm=/N

IP-GWA4{TDA0480)
IP-GWA4{TDADAB4) 5

2.System

3.Group ‘8-Port Digital Hybrid Extension Card

4.Extension

5.Optional Device

]

6.Feature

7TRS

8.ARS L5
9 Private Network ] -

10.CO & Incoming Call f“

1. Maintenance | il |

b. Drag -> Drop V-SIPGW16 Cards to the virtual Trunk slots (1 - 4) as needed and click Yes

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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_

# KX-TDE Maintenance Console - [1. Configuration - 1. Slot] E@g
Fie(E) DisconnectiD) Tool ) Utilty(L) View(d) Window(W) Help(H) [;]
g @Be|

System Menu x | 1.1 5ot ‘
1.Configuration =
H [ Refresh(E} ] l Close(L) ] [ Summary(S) I Activation Key(A)

—— ] |]_3 VIPEXT32
° & ;n ) L 5 V-SIPEXT32
i S o H 2 VIPGW16
I U 5| eows
H g 0 ) VIPCS4
gﬁ Trunk Extension
o
oy D —
8 i :
le]
23ystem -1 ’ PO ] —
3.Group \ k (e e e - —— Virtual 16-Channel SIP Trunk Card
E B o e e e R ] & P
4.Extension b | [ ]| B
" I L2 a5 2255 2s
5. Optional Device 2 / \ e s 4 s 85 7 8T ~ :~

5. Configuring the V-SIPGW16 Card
a. Move the mouse over the V-SIPGW16 Card and click OUS to take the card out of service

b. Shelf Property Settings
Move the mouse over the V-SIPGW16 Card and choose Shelf Property

8 KO- TDE Maintenance Console - [1. Configuration - 1. Slot] E=RACE™ >
File(F) Disconnect(D) ToolT) Utiity(U) Wiew(V) Window(W) Help(H) E]
¢ ane
System Menu X | 1.1 Slot ‘

1 Configuration -

[ Refresh(E) H Closei(L) H Summary(S) ] Activation Key(A)

— — [ o VAPEXT32

] e o ;ﬂ o ! I V-SIPEXT32

] ) ol Hﬁ VIPGW16

[ e e e £ V-SIPGW16
H§ i 5 VIPCS4
gﬁ Trunk Extension
o

[ S [T

— Card Property — 3

Port Property
— Delete
o ==
BT |

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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g KX-TDE Maintenance Console - [1. Configuration - 1. Slot - Shelf Property - Virtual SIP Gateway] E@u
File(F) Disconnect{D) ToolT) Utiity(U) View(y) Window(W) Help(H) (S]]
System Menu x ‘ 1.1 Slot ‘ Shelf Property - Virtual SIP Gateway |
1.Configuration
[ OK(D) ] l Cancel(C) l [ Apply(A) ]
Main Timer
Description ‘ Value
SIP Client Port Number ISSUGU
NAT Traversal off
NAT - Woice (RTP) UDP Port No. 18000
NAT - Keep Alive Packet Sending Ability Disable
NAT - Keep Alive Packet Type Blank UDP
AT - Keep Alive Packet Sending Interval (s) 20
NAT - Fixed Global IP Address.
STUN Ability Disable
STUN Client Port Number 33478
STUN External Address Detection Retry Counter 1
STUN Resending Interval 500 ms.
SIP Called Party Number Check Ability Disable(High-=Low)
Symmetric Response Routing Abilty Enable
P 100rel Abilty Enable(Passive)
Ringback Tone to Outside Caller Disable
3 Group
4 Extension ) Perform System Reset for changes to take effect.

c. Change the following parameters from their default value

Main Tab
- SIP Client Port Number: 5060

Timer Tab
- <leave at factory default setting>

a

Click Apply and then OK to exit the Shelf Property settings screen

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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e. Card Property Settings
Move the mouse over the V-SIPGW16 card and choose Card Property

" ™ K¥-TDE Maintenance Console - [1. Configuration - 1. Slot] (=] & |
Fie(F) Disconnect®) ToolM) Utiityl) Wiew(y) Window(W) Help(H) & <]
g am| e
System Menu x | 1.1 Slot |
1 Configuration -

[ Refresh(E) |I Close(L) ] [ Summary(S) I Activation Key(A
— e |]_3 VIPEXT32
. ;ﬂ a2 L - V-SIPEXT32
B I S (5| v
= E \-SIPGW16
H ﬁ I =} VIPCS4
£| Trunk Extension
o|  shelf Property
Port Property — 3
L Delete
] - T mn

" ™ KX-TDE Maintenance Console - [1. Configuration - 1. Slot - Card Property - Virtual SIP Gateway] o
Fie(F) Disconnect(D) ToolT) Utiity(U) View(y) Window(W) Help(H) SIS
=
System Menu x \ 1.1 Siot | Card Property - Virtual SIP Gateway
1.Configuration

OK(O Apply (A
Shelf: Virtual Slot 1
Description ‘ Value

DNS Server IP Address Method |Manua\

DHCP Preferred DNS Server IP Address
DHCP Atternate DNS Server IP Address
Manual Preferred DNS Server P Address
Manual Alternate DNS Server IP Address

Manual DNS Server Port Number 53
DNS Port Number 30053
DNS Retry Intsrval Timer (s} 3

DNS Retry Counter 2

DNS SRV Record Resolve Ability Enable

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538



Panasonic
AUTHORIZED

RESELLER PROGRAM

f. Click on Common Settings

-
ﬂ 1. Cenfiguration - 1, Slot - Card Property - Virtual SIP Gateway - Common Settings E

[ oxo | [ Cancgl(C) ] [ Apply(A) ]
| Description | Value
| NS Server P Address Method [wanual =]

DHCP Preferred DNS Server IP Address
DHCP Alternate DNS Server IP Address
Manual Preferred DNS Server IP Address
Manual Alternate DNS Server IP Address

: Manual DNS Server Port Number 53
\ DNS Port Number 30053
\ DNS Retry Interval Timer (s} 3

DNS Retry Counter 2

DNS SRV Record Resobve Ability Enable

Manual Preferred DNS Server IP Address: <provided by LAN administrator>
- Manual Alternate DNS Server IP Address: <provided by LAN administrator>

g. Click Apply and then OK to exit the Common Settings screen

h. Click Cancel on the Card Property screen

10

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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i. Port Property Settings
Move the mouse over the V-SIPGW16 card and choose Port Property

8 KX-TDE Maintenance Cansole - [1. Configuration - 1. Slot] E=RECE <]
Fie(F) Disconnect) ToolT) Utity(U) View(V) Window(W) Help(H) L& X]
¢ @mi€
System Menu x ‘ 1.4 Shot |
1 Configuration -

[ RefreshiE) JE Close(L) H Summary@)] Activation Key(4)
— [ [ | 3] VIPEXT32
° v ;ﬂ -] L h3 V-SIPEXT32
H e o [ o 5| |vapows
= - = V-5IPGW16
H E 0 g VIPCS4
£| Trunk Extension
° Shelf Property
Card Property =
= —
— Delete
. n i

g KX-TDE Maintenance Console - [1.Configuration - 1.5lot - Port Property - Virtual SIP Gateway] E‘E‘g
Fie(F) Disconneci(D) Tool) Utiity(U) WView(¥) Window(W) Help(H) [B[E]ES]

System Menu X | 1.1 Slot ‘ Port Property - Virtual SIP Gateway ‘

1.Configuration

[ oxe ][ concem |[ aeoia) |
Command(M) [ Select Provider(S) ][ /Add Provider(R) ]
Main | Account | Register | NAT | Option | Calling Party | Called Party | VoicelFAX | RTRRTCP | T.38 | .38 Option | DSP | ar
SIP Server Location
. Provider Name
- || Me. Slot Port Connection Channel Aftribute (20 characters) e s
(100 characters) ress
LRI 1 [otUsed  |~]
2 1 2 Not Used
3 1 3 Not Used
4 1 4 Not Used
5 1 5 Not Used

11

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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j- Change the following parameters from their default value

Main Tab

- Channel Attribute: Basic Channel + Additional Channels

- Provider Name: Charter Communications

- SIP Server Location - Name: <provided by Charter Communications>

Account Tab
- User Name: <provided by Charter Communications>
- Authentication ID: <provided by Charter Communications>

Register Tab
- Register Ability: Disable

NAT Tab
- <leave at factory default setting>

Option Tab
- <leave at factory default setting>

Calling Party Tab
- From Header - User Part: PBX-CLIP *assign CLIP numbers to ext*

Called Party Tab
- <leave at factory default setting>

Voice/FAX Tab
- <leave at factory default setting>

RTP/RTCP Tab
- <leave at factory default setting>

T.38 Tab
- <leave at factory default setting>

T.38 Option Tab
- <leave at factory default setting>

DSP Tab
- <leave at factory default setting>

Supplementary Service Tab
- CNIP (Receive): Yes

k. Click Apply, then OK to exit the Port Property settings screen

I. Move the mouse over the V-SIPGW16 Card and click INS to put the card back in service

12

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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6. Configuring Incoming DID Call Routing
a. 10.CO & Incoming Call -> 3.DID Table

8 KX-TDE Maintenance Console - [10. €O & Incoming Call - 3. DID Table] o= B )
Fie(F) Oisconnect(D) Tool) Utiity(U) View(V) Window(W) Help(H) [S[EES]
g EB€

System Menu x | 1.1 Slot | 10.3 DID Table |
1.Configuration

2 System [ ox@ || canceiey | [ msewer |
3 Group
[ tic: R uy ] [ Name Generate(l) ] [ Destination Setting(S} ]
4 Extension
5 Optional Device 1-100 | 101-200 | 201 - 300 | 301 - 400 | 401-500 | 501 - 600 | 601-700 | 701-200 | s01-500 | @01-1000 |
6.Feature -
DD DID Destination CLI Ring for DID i~
7TRS o Numper | DI0Name Tenant WM Trunk
= M ' (20 characlers) Day Lunch Break Night Number Group No. Day Lunch  Break  Night
8ARS (32 digits}
9 Private Network 1 1 1 Disable Disable Disable Dizable 3
10.CO & Incoming Call 2 1 1 Disable Disable Disable Dizable
fi 1.C0 Line Setti 3 1 1 Disable | Disable |Disable | Disable
.:" 2DILTa ings 4 1 1 Disable Disable Disable Disable
Ty 5 1 1 Disable | Disable | Disable  Disable
- 4Miscelansous 6 1 1 Disable | Disable | Disable  Disable
7 1 1 Disable | Disable | Disable  Disable

b. Enter the 10-digit DID Numbers

c. Enter the Day/Lunch/Break/Night destination extension for each DID

d. Click Apply and then OK to exit the DID Table settings screen

7. Backup and Reset
a. Utility -> System Reset -> Reset by the Command

b. Click Backup
c. Click OK
d. Click OK

e. TDE system will restart

13

For questions, contact your Panasonic Sales Representative or Inside Partner Sales Support: ResellerSupport@us.panasonic.com | 877.826.6538
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SIP Trunk Activation Keys

1. To obtain Activation Keys, you need to purchase the appropriate IP Trunk activation key
models and access the Key Management System to register them to your PBX at
http://tde.panacare.com.

-  KX-NCS4102: 2-Channel IP Trunk Activation Key (2 IP Trunk)
-  KX-NCS4104: 4-Channel IP Trunk Activation Key (4 IP Trunk)

2. You will need the MPR ID from the PBX to register the Activation Key(s) on the Key
Management System

3. To check the Number of Activation Keys Installed in your system and the MPR ID:
1.Configuration -> 1.Slot -> Activation Key

& HOME - KX-TDE Maintenance Console - [Activation Key] GRS x|
Fie(F) Disconnect{d) ToolT) Utiity(U) View(V) Window(W) Help(H) [BEE3
gl an| e

System Menu %[ 1150t | Actaton key ‘
1.Configuration

[ OK{D) ” Cancel(C) ][ Apply(4)

IPCMPR-ID:ET00-0202-F03C-BF26
The number of activated P-GW: |0 6
IP-GW channels can only be set to 32 or less.

The number of activated IP Softphone 0 1

[ The number of activated feature by
| VolP-DSP Card SD Card Total

12 16

Activated Feature:

1P Trunk (ch)
IP Proprietary Telephene (ch)

IP Proprietary Telephone / IP Softphone (ch)
SIP Extension (ch)

Enhanced Features

CA Basic (user)

CA Pro (user)

CA Supervisor (user}

=

CA Operator Console (user)
CA Network Feature (user)
a8Er CAThin Client Server
3.Group CA i i lication)

4 Extension Reserved

olo|le o olele 2lele olm|s
o|e|e|a(s|a|[s|a|s|=]s|=

5.0ptional Device

6 Feature Activation kev for Virtual IP Trunk

14
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Minimum System Software Requirements

PBX Unified Maintenance Console Vv7.8.1.1
KX-TDE100/200 Vv8.0101
KX-TDE600 Vv8.0101

Useful Hints

1. Update your system software once an update is available through the Dealer website to make
use of added features and improved functionality

2. Update your UPCMC (Maintenance Tool) with the latest version available on the BTS website

3. Back up your PBX configuration file with the good known settings

4. Consult with your network administrator prior to installation to guarantee a smooth setup for
your system over the existing network

Important Notes

Fax and Modem communication

Fax or Modem communication may require additional POTS or PSTN lines to be connected to the
Panasonic PBX in order to provide service reliability. Most of Charter Communications VOIP services
are provided over Best Effort internet which can adversely affect Fax /Modem Transactions that are
time sensitive and depend on accurate Tone detection for successful operation. Charter
Communications cannot guarantee FAX service.

E911

Please work closely with Charter Communications Provisioning team to ensure that E911 service is
configured and tested properly.
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