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1 Audience

This document is intended for the Spectrum Enterprise (“Spectrum”) SIP Trunk customer’s technical staff
and Value Added Retailer (VAR) having installation and operational responsibilities.

2 Introduction

This Configuration Guide describes configuration steps for Spectrum SIP Trunking to Microsoft Teams via
Ribbon SBC.

This Guide is written for Ribbon SBCs; however, the general information and configuration steps may be
applied to other SBCs certified by Microsoft for Direct Routing. Ribbon-specific elements are called out in

the text.
Spectrum Enterprise
_Spectrum Enterprise Core Network
Innomedia m P S ifjuszomer_:u'ernisr_— equipment (CPE)
ESBC &
SIP trunk TCP
\<n 5060
[ m l) . Customer Endpoints H
PBX | I |
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Figure 1. MSO Network
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3 SIP Trunking Network Components

The network for the SIP trunk reference configuration is illustrated below and is representative of the
Microsoft Teams Direct Routing to Spectrum using Ribbon SBC 2000.
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Figure 2: SIP Trunk Lab Reference Network

The lab network consists of the following components:

¢ Microsoft Office 365 Tenant

¢ Ribbon SBC 2000

¢ Ribbon 1k (Version 8.0.3 Build Number 537) is used as SBC for fax test cases due to non-
existence of FXS ports in Ribbon 2K (Limitation in hardware). Note: Ribbon 1K and Ribbon 2K
belong to same base version.

e The Spectrum E-SBC is the SIP interface to the customer’s SIP PBX. The E-SBC acts as a B2BUA
and anchors all SIP and RTP packets to the Spectrum SIP Trunks.

e Customer must configure their LAN/VLAN to support Spectrum service.

3.1 Spectrum Enterprise Service Gateway

Spectrum Enterprise Trunking delivers high-quality, secure voice service that can easily scale to shifting
business needs. Furthermore, Enterprise Trunking provides the flexibility and productivity features of SIP
and PRI voice solutions—backed by competitive service level agreements (SLAs)—over a private, fiber
network to ensure quality, reliability and security.

3.2 Hardware Components

e Ribbon SBC 2000
e Spectrum (Innomedia) ESBC (Provided and managed by Spectrum)

enterprise.spectrum.com Version 1.2
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3.3 Software Requirements

¢ Ribbon SBC 2000 Version 8.0.3 Build 537
¢ Microsoft Teams Client Version 1.3.00.13565
e Spectrum (Innomedia) ESBC 9378-4B-2.0.13.0-Build8 — Provided and managed by Spectrum

3.4 PBX Configuration
Table 1 - PBX Configuration

PBX Parameter PBX Configuration
SIP Messages Anchored by Microsoft Phone System
RTP Packets Tested for both Media flows from Ribbon SBC

to Teams Client directly and Media flows via
Microsoft Phone System

SIP Registration to ESBC Non-registering trunk to ESBC
DTMF offer on calls RFC2833
enterprise.spectrum.com Version 1.2
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4 Features

4.1 SIP Registration Method

Spectrum supports but does not require SIP REGISTER methods. Spectrum requires the SIP PBX to
have a static IP address and provide the address to Spectrum for ESBC provisioning.

4.2 Features Supported

e Basic inbound and outbound calls using G.711ulaw
e Hold/Resume

e Call Transfer

e Call Forward No Answer
o Call Forward Always

e Simultaneous Ring

e Three-Way Calling

e Call Waiting

e CLID Restriction

e Early Media

e Session Audit

e DTMF RFC2833

e Fax (G711 and T38)

4.3 Features Not Supported

G729 codec is not supported by Spectrum
4.4 Caveats, Limitations and Known Issues

e Spectrum Innomedia SBC accepts both G711 and T38 Fax re-INVITE. Hence fallback from T38
to G711 is not tested

¢ Ribbon 1k (Version 8.0.3 Build Number 537) is used as SBC for fax test cases due to non-
existence of FXS ports in Ribbon 2K (Limitation in hardware). Note: Ribbon 1K and Ribbon 2K
belong to same base version

¢ Ribbon 1K supports only G3 with the speed limitation up to 14,400 b/s

enterprise.spectrum.com Version 1.2
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5 Configuration

5.1 Configuration Checklist

The specific values listed in the table below and in subsequent sections are used in the lab configuration
described in this document, and are for illustrative purposes only. The customer must obtain and use
the values for your deployment.

Table 2 —IP Addresses

Component Lab Value Customer Value
E-SBC

e LAN IP Address 10.64.5.1

e LAN Subnet Mask 255.255.255.0

Ribbon SBC 2000

¢ WAN IP Address 10.64.5.10

e Subnet Mask 255.255.0.0

o WAN IP Address 192.65.X.X

e Subnet Mask 255.255.255.0

enterprise.spectrum.com Version 1.2
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5.2 Microsoft Teams Direct Routing Configuration
e These are the main tasks to configure Microsoft Teams Direct Routing

5.2.1 Create Users in Office 365

5.2.2 Configure Calling policy to Users
5.2.3 Configure User parameters

5.2.4 Create Online PSTN Gateway

5.2.5 Configure Online PSTN usage

5.2.6 Configure Online PSTN Voice Route
5.2.7 Configure Online Voice Routing Policy

5.2.1 Create Users in Office 365

e Login to http://portal.office.com/ using Office 365 tenant administrator credentials

BE Microsoft

Sign in

Email, phone, or Skype

Mo account? Create one!
Can't access your account?

Sign-in options

MNext

Figure 3: Office 365 Portal Login

e Select the Office 365 Admin Icon to login Office 365 admin center

- Office 365 O Search Q& 2 e
App5 Install Office
® o @ & ¢ @ » % % O
Outlook OneDrive Word Excel PowerPoint OneNote SharePoint Teams Yammer Admin
Explore all your apps -
Figure 4: Office 365 Portal Login (cont.)
enterprise.spectrum.com Version 1.2
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e Select “Add a user” from the Microsoft 365 admin center

Microsoft 365 admin center

> Home & Customize your home tekVizionLabs
]
| Search users, groups, settings or tasks je

£

& AAD Connect Status > 9 Active users > = Biling >
B !

A Last directory sync -+ Add a user Total balance: $0.00
= last synced more than 3 days ago

A Password sync [l Delete a user £ Update payment details
@ no recent synchronization £ Edit a user & View my bill

@, Reset a password

& ] Office software @ Domains > i3 Support
k2 4 Install my software -+ Add a domain -+ MNew service request
@ = Share the download link 7] Remove a domain 8= \View service reguests

4 Software download settings & Edit a domain
23] @  Troubleshoot installation 42 Check health

Figure 5. Teams user creation
enterprise.spectrum.com Version 1.2
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o Enter the user details, password and assign required license to the users

® sasics ‘ teamsvf | | user3

First name Last name

Display name *

(O Product licenses
‘ teamsviuser3

(O Optional settings Username *

| ‘ teamsviuser3 tekvizionlabs.com

() Finish

Password settings
O Auto-generate password
@ Let me create the password

Password *

\:\ Microsoft Stream Trial

Unlimited licenses available
@ Basics

\ \ Microsoft Teams Commercial Cloud

@ Product licenses =

Unlimited licenses available

Microsoft Teams Exploratory
94 of 100 licenses available

(O Optional settings

Office 365 ES
| 0 of 1 licenses available

O Finish Office 365 ES without Audio Conferencing
0 of 100 licenses available

O Create user without product license (not recommended)

They may have limited or no access to Office 365 until you assign a prod
license.

Figure 6: Teams user creation (cont.)

enterprise.spectrum.com Version 1.2
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e Select the Admin icon from the Microsoft 365 admin center home page and navigate to
Microsoft Teams admin center

Microsoft 365 admin center

Home & Customize your home

| Search users, groups, settings or tasks Pt

Active users >

o

Exchange =

Teams = = Add a user

i}

w

i Delete & user

& Edit a user

SharePoint =f
Onebrve T, Reset a password
Yammer 7

PowerApps

Flow =F

Security & Compliance ¥

Azure Active Directory CF

Device Management °F

Figure 7: Teams user creation (cont.)

e Select Users from the Microsoft Teams admin center to view the list of available users

Microsoft Teams admin center

MICROSOFT TEAMS UPGRADE

Dashboard

Planning your upgrade to Teams
Teams

We are bringing the capabilities of Skype for Business
Online into Microsoft Teams to deliver a single hub for

teamwork with built-in, fully-integrated voice and video. We
have resources and tools available to assist you in planning el = _

Locations and upgrading some or all of your users to Teams.

Learn more

Devices

Users

Meetings

Messaging policies

Teams apps USER SEARCH

?  \Woice

Search by display or username Q.
Analytics & reports
Org-wide settings
Recent searches will show up here.
Legacy portal [5
Call quality dashboard [
View users

Firstline Worker configu... [F

Figure 8: Teams user creation (cont.)

enterprise.spectrum.com Version 1.2
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e Search for the created user and click on the user display hame to view user properties

Microsoft Teams admin center Q B ?
Dashboard
Users
Teams : .
You can manage audic conferencing settings, the policies assigned to them, phone numbers and other features for people in
N B your organization that use Teams and Skype for Business. Go to Admin center > Users to manage other user settings such as
2 evices N .
© adding or deleting users, changing passwords or assigning licenses. Learn mare
Locations
Users Ieamsu‘ﬁ £ T
Meetings
v Display name Username Phone number Location g
Messaging policies
teams user? teamsvfuser1 @tekvizionlabs.com +1469 United States Y
Teams apps
> Voi teamsuser2 teamsviuser2@tekvizionlabs.com +1 469 United States N
P Voice
Figure 9: Teams user creation (cont.)
enterprise.spectrum.com Version 1.2
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e Under user properties, navigate to Account and set the teams upgrade mode to Teams Only

@ Dashboard ‘ 0
eetings
Teams
Devices -
Lalls
Locations
W Good W Poor Unknown
Users,
Meetings
Messaging policies Account Voice Call history Policies

Teams apps

& Voice
Policy packages

{ Analytics & reports

General information 7 kqi

Assigned phone number

+1469

Phone number type

On premises

Teams upgrade

Coexistence mode

Teams only

Notify the Skype for Business user

Off

QOrg-wide settings

Emergency address
Planning none

Figure 10: Teams user creation (cont.)

e Under user properties, navigate to Policies and set the Calling Policy as shown below. Here in
the below example custom policy “Call waiting” is assigned to user.

Call history m

Assigned policies 7 e4it

Dashboard Account Voice

Teams

Devices

Meeting policy

Global (Org-wide default)

Locations

Users . ) )
Messaging policy

ErEE Global (Org-wide default)
[ S
Live events palicy

BE = an o[l e Global (Org-wide default)

Teams apps

App permission policy

Global (Org-wide default)
Voice

App setup policy

Policy packages Global (Org-wide default)
Analytics & reports Call park policy
Global (Org-wide default)
Org-wide settings

Tlfre em e
Calling policy

Planning Call waiting

Figure 11: Teams user creation (cont.)

enterprise.spectrum.com Version 1.2
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5.2.2 Configure Calling policy to Users

e To configure a custom policy, navigate to Microsoft Teams admin center > Voice > Calling
policies > Add

Microsoft Teams admin center

] WIEsSayiy punles

S  Teams apps v Calling Policies

T Voice Calling policies are used to control what calling features are available to people in Teams. You can use the Global (Org-wide
C

default) policy and customize it or create one or more custom calling policies for people that have phone numbers in your
organization. Lea ord

Phone numbers

Emergency policies

Dial plans Calling policies summary User statistics
2 3 I
i Custom policies
Direct Routing -
141
Default policie: Custom palicie: EsA -

Voice routing policies

Call queues

Auto attendants =
ulo attendan ¢ Edit [y Duplicate fij Delete o Manage users 6 ltems Q, Search

Call park policies

i Mame Custom policy
Calling policies
Global (Org-wide default) MNo
Caller ID policies
El Policy packages Busy on Busy Enabled Yes

Figure 12: Teams user creation (cont.)

enterprise.spectrum.com Version 1.2
©2020 Charter Communications. All Rights Reserved. Not all products, pricing and services are available
in all areas. Pricing and actual speeds may vary. Restrictions may apply. Subject to change without

notice. Page 14 of 55



Speclrum

ENTERPRISE

e Below calling policy is created to turn on Call waiting

Call waiting

Add a friendly description so you know why it was created

Make private calls () On

Call forwarding and simultaneous ringing to people in () on
your organization

Call forwarding and simultaneous ringing to external () on
phone numbers

Voicemail is available for routing inbound calls User controlled
Inbound calls can be routed to call groups () On
Allow delegation for inbound and outbound calls () On
Prevent toll bypass and send calls through the PSTH [ ] Off

| Busy on busy is available when in 2 call [ ] Off |

Figure 13: Teams user creation (cont.)

5.2.3 Configure User parameters

e Using the Remote PowerShell connect to Microsoft Office365 Tenant. Use the below commands
to set DID and enable Enterprise Voice, Hosted Voicemail for Teams users.

Set-CsUser -ldentity "<User name>" -EnterpriseVoiceEnabled $true -HostedVoiceMail $true -
OnPremLineURI <E1.164 phone number with tel: prefixed>

e An example is shown below

Set-CsUser -Identity 7. ___ 2. 0_.7___ ___ -EnterpriseVoiceEnabled -HostedVoiceMail -OnPremLinelRT tel:+: 2 22727100

Figure 14: Teams user configuration

enterprise.spectrum.com Version 1.2
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5.2.4 Create Online PSTN Gateway

e Using administrator account connect to the remote PowerShell of office 365 tenant

New-CsOnlinePSTNGateway -Fqdn <SBC FQDN> -SipSignallingPort <SBC SIP Port>
-ForwardCallHistory $true —ForwardPai $true -MaxConcurrentSessions <Max Concurrent
Sessions the SBC can handle> -Enabled $true

o After creating Online PSTN Gateway use “Get-CsOnlinePstnGateway” command to view the
online PSTN gateway created. Gateway Identity must be a valid FQDN for the office 365 tenant
to reach SBC

e Anexample is shown below for Media Bypass Enabled. Media Bypass parameter needs to be set
to False to disable Media Bypass using the below command

Set-CsOnlinePSTNGateway -Fqdn <SBC FQDN> -Identity —MediaBypass $False

PS5 C:\WINDOWS\system32> Get-CsOnlineP5TNGateway -Identity "sbcll.tekwvizionlabs.com”

Identity : sbcll.tekvizionlabs. com
InboundTeamsNumberTranslationRules T
InboundPstnNumberTranslationRules
OutboundTeamsNumber TranslationRules : {}
OutboundPstnNumberTranslationRules : {}

Fadn : sbcll.tekvizionlabs. com
S1pSignalingPort : 5061
Failover TimeSeconds : 10
ForwardCal THistory : True
ForwardPai : True
Send51p0ptions : True
MaxConcurrent5essions : 100

Enabled : True
MediaBypass : True
Gateway-1teld -
GatewaySitelLbrEnabled : False
Gatewayl brEnabledUs erOverride : False
FailoverResponseCodes : 408,503,504
GenerateRi1ngingwhileLocatingUser : True
P1dfLoSupported : False
MediaRelayRoutinglLocati1onOverride

ProxySbc E

BypassMode : None

Figure 15: Microsoft Teams — Online PSTN Gateway reference

enterprise.spectrum.com Version 1.2
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5.2.5 Configure Online PSTN usage

o Use the below command to add a new PSTN usage

Set-CsOnlinePstnUsage -identity Global -Usage @{Add="<usage name>"}

e After creating Online PSTN usage use the command “(Get-CsOnlinePstnUsage).usage” to view
the online pstn usage created. Example is shown below

PS5 C:\WINDOWSsystem32» (Get-CsOnlinePstnlsage).usage
Us and Canada
Test

CCE

Non E.164

ThinkTel

shc3

sbc4

Newsbc2

shcs

sbhc2
emergencyusage
5BC6
emergencyusagesbcé
shc7

=hcs

sbc9
emergencyusagesbc2
shcl0
emergencyusagesbc3
emergencysbc2
<sbcll=

sbc11

shc12

shcl3

Figure 16: Microsoft Teams — Online PSTN usage reference

5.2.6 Configure Online Voice Route

e Use the below command to add a new online Voice Route and associate the online pstn usage
with online PSTN gateway created earlier

New-CsOnlineVoiceRoute -ldentity "<Route name>" -NumberPattern ".*"
-OnlinePstnGatewayList "<SBC FQDN>" -Priority 1 -OnlinePstnUsages "<PSTN usage name>"

e After creating online voice route use “Get-CsOnlineVoiceRoute” command to view the online
voice route created. Here we can see the association of PSTN usage with the PSTN gateway.
Example is shown below

P5 C:'\WINDOWS'system32= Get-Cs0nlineVoiceRoute -Identity sbcll

Identity : sbcil
Priority : 2

Description =
MumberPattern B oD
OnlinePstnUsages : {sbci1}
OnlinePstnGatewaylList : {sbcll.tekvizionlabs.com}
Name : sbcll

Figure 17: Microsoft Teams — Online PSTN Voice Route reference

enterprise.spectrum.com Version 1.2
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5.2.7 Configure Online Voice Routing Policy

¢ Create a new online Voice Routing Policy using the below command

New-CsOnlineVoiceRoutingPolicy "<policy name>" -OnlinePstnUsages "<pstn usage name>"

o After creating online Voice Routing Policy use “Get-CsOnlineVoiceRoutingPolicy” command to
view the online Voice Routing Policy created. Example is shown below

P5 C:\WINDOWS'system32z> Get-CsOnlineVolceRoutingPolicy -Identity sbcll

Identity : Tag:shcll
onlinePstnUsages : {sbcll}
Description 3

RouteType : BYOT

Figure 18: Microsoft Teams — Online PSTN Voice Routing Policy reference

e Associate Teams user with online voice routing policy using the below command.
¢ Note: Online Voice Routing is created using above steps

Grant-CsOnlineVoiceRoutingPolicy -Identity "<User name>" -PolicyName "<policy name>"

PS5 C:\WINDOWSYsystem32= Grant-CsOnlineVoiceRoutingPolicy -Identity teamsvfuserl -PolicyMame sbcll
Figure 19: Voice Route Policy Creation

enterprise.spectrum.com Version 1.2
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5.3 Ribbon SBC Configuration

e Below are the main tasks to configure Ribbon SBC 2000 Version 8.0.3 Build 537 for Microsoft
Teams Direct Routing and towards Spectrum

5.3.1 Login to Ribbon SBC 2000
5.3.2 Create Logical Interfaces
5.3.3 Configure System Information
5.3.4 Configure SRTP for Teams
5.3.5 Create TLS Profile and Generate CSR
5.3.6 Create SIP Profile

5.3.7 Configure FXS Port

5.3.8 Create FXS Profile

5.3.9 Create Media Profiles

5.3.10 Create Media List

5.3.11 Create SIP Server Tables
5.3.12 Create Signaling Groups
5.3.13 Create Call Routing Table
5.3.14 Create Transformation Table
5.3.15 Message Manipulations

5.3.1 Login to Ribbon SBC 2000

e Log into Ribbon SBC 2000 web interface through its Management IP Address
e Enter the Username and Password, Click Login

C A Notsecure | 10.64.5.10/cgifloginflogin.php

Welcome to Ribbon SBC 2000

Users (autharized or unautharized) have no explicit or implicit expectation of
privacy. Any or all uses of this system and all files on this system may be
intercepted, monitored, recorded, copied, audited, inspected, and disclosed to
authorized site, customer administrative, and law enforcement personnel, as
well as authorized officials of government agencies, both domestic and foreign.
By using this system, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of
authorized personnel.

Unauthorized or improper use of this system may result in administrative
disciplinary action and civil and criminal penalties. By continuing to use this
system you indicate your awareness of and consent to these terms and conditions
of use. CANCEL YOUR LOGIN IMMEDIATELY if you do not agree to the conditions
stated in this warning.

P
S e —
Login Cancel

Copyright ® 2010-2020 Ribbon Communications Operating Company_Inc. All Rights Reserved

Figure 20: Ribbon SBC Login
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5.3.2 Create Logical Interfaces

e To configure Logical Interfaces navigate to Settings > Node Interfaces > Logical Interfaces.
Create Logical Interfaces for Spectrum and Teams as shown below

Interface Name Ethernet 1 IP
I/F Index

47
Description IT: Spectrum

Admin State

MAC Address  00:80:b2:f0:27:61

IP Addressing Mode P hd
IPv4 Information
ACLIn |Mone v
ACL Out
ACL Forward
IP Assign Method
Primary Address  [10.64.5.10 XXXx
Primary Metmask [255.255.0.0 XXX

I

Configure Secondary Interface Disabled

Figure 21: Ribbon SBC - Logical Interface towards Spectrum

Interface Name Ethemnet 3 IP

I/F Index 51
I Description ITD Teams I
Admin State Enabled ~
Networking
MAC Address  00:80:b2:70:27:61
IF Addressing Mode [Pl ~
IPv4 Information
Act out
1P Assign Method
Primary Address 192.65. HXKX
Primary Netmask |255.25! XXXX
Configure Secondary Interface Disabled hd
enterprise.spectrum.com Version 1.2
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Figure 22: Ribbon SBC- Logical Interface towards Teams

5.3.3 Configure System Information

¢ Navigate to Settings > System > Node-Level Settings to configure DNS Server IP, Host Name
and Domain Name as shown below

Host Information Domain Name Service
Host Name  [kbc11 G Use Primary DNS | Yes v
Domain Mame |tekvizion|abs.com | Primary Server IP |8.8.838 * NHXK OF XHZXX
System Information——M— Use Secondary DNS
System Description | | Enable DN5 Service | Yes v
System Location | |
System Contact | |
Time Management DHCP Server
Time Zone | (GMT-6:00) Central (US/Canada) v Enable DHCP Server | No v
MNetwork Time Protocol
Use NTP | Yes hd
NTP Server ‘ 10.10.10.5 * IPvd/6 Address or FQDN
NTP Server Authentication | Disabled v
NTP Server 2
Use NTP Server 2 No ~
System LEDs

Power LED  Green
Alarm LED  Blinking Red
Ready LED Green

Locator LED

Figure 23: Ribbon SBC- System Information

5.3.4 Configure SRTP for Teams

e To configure SRTP towards Teams navigate to Settings > Media > SDES-SRTP Profiles.
Create new SRTP profile for Teams as shown below

enterprise.spectrum.com Version 1.2
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SRTP Config

Description t}SRTP_ProﬁIE_fo r_MSTeams

Operation Option | Required V|

Crypto Suite || AES_CM_128_ HMAC sHAT 80 v ] |

Master Key
Master Key Lifetime Set w
Lifetime Value
Derivation Rate
Key Identifier Length

Figure 24: Ribbon SBC- SRTP Profile for Teams
5.3.5 Create TLS Profile and Generate CSR

e Microsoft Teams Direct Routing allows only TLS connections from SBCs for SIP traffic with a
certificate signed by one of the trusted Certification Authorities. Currently, supported Certification
Authorities are:

AffirmTrust

AddTrust External CA Root

Baltimore CyberTrust Root

Buypass

Cybertrust

Class 3 Public Primary Certification Authority
Comodo Secure Root CA

Deutsche Telekom

DigiCert Global Root CA

DigiCert High Assurance EV Root CA
Entrust

GlobalSign

Go Daddy

GeoTrust

Verisign, Inc.

Starfield

Symantec Enterprise Mobile Root for Microsoft
SwissSign

Thawte Timestamping CA

Trustwave

TeliaSonera

T-Systems International GmbH (Deutsche Telekom)
QuoVadis

enterprise.spectrum.com Version 1.2
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e To configure TLS profile navigate to Settings > Security > TLS Profiles. Create TLS profile for
Teams as shown below
L= ITeams_meile I

TLS Parameters

C Attributes

TLS Protocol ||TLS 1.20nly +
Mutual Authentication | |Enabled i

Handshake Inactivity Timeout secs [1.30]

Client Attributes

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA3S4
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
Client Cipher List  |TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHAZ56

TLS_RSA_WITH_AES256_CBC_SHA

TLS_RSA_WITH_AES128 CEC_SHA v

Validate Server FQDN Enabled A

Server Attribute

Validate Client FQDN
Figure 25: Ribbon SBC - TLS Profile for Teams

e Navigate to Settings > Security > SBC Certificates > Generate SBC Edge CSR to generate
CSR as shown below.

¢ Note: Root Certificates used by Microsoft Direct Routing has to be uploaded to SBC trusted Root
Certificates

Generate Certificate Signing Request

Subject Distinguished Name

*

fostname or FQON

Common Name |5bc'|'|. |

Subject Alternative Name DNS | comma-separated FQDN fist

Email Address | |

IS0 Country Code | United States v

State/Province |Texa 5

Locality [Plano | eq. city
Organization |tek'\.’izion | e.g. Company
Organizational Unit |tekViziDn Labs | e.g. Department

Key Length 2048 bits W

Figure 26: Ribbon SBC- Generate CSR for Teams
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e Copy and paste the generated CSR below and get it signed from CA trusted by direct routing

Result

MilCuzCCAaMCAQAWLEfMBOGATUEAMWC2IMiS0ZWt2aXppb2 55YW)zLmMNvb TEL
MAKGATUEBhMCYVMwggEIMADGCSqGSIb3 DOEBAQUAALIB DwAwggEKACIBAQC silaP
FLABFIGTIFIYVIWUxXSpJRowoE 1 DIUSsrpF3kdi8W+ bedQeXWigpbgXSToOtk0B
EmEf1DztxqwHQyUNCTnj 1ErighMtFTzOLP w2 1kj5SxFs2wQpAPhuFNrwTQOsY3)
CduMiXguQQLUilX3ouMHhd + tpZLI3ZEU6t0 + 2dETz 1mwLOCH TIBZ finScSFydkU/N
IM5FalU)2sTawnCQfNYmbRLUcq8xClUqwldcVZGCHETIEnSbm + IwEYyw' 58kjI0E9m
cfWmlkoH1dtG4+ NQzD8a+RRoo3N2ztL3E/ ppv+ miCZFRAfemWVnb DEuPhFkSNM2
fsxPuNsszxCT75hiBAgMBAAGgSDEGEgkghkiGOW0BCQ4xOTAIMAKGA TUdEWQCMAAW
CwYDVROPBAQDAgWgMBOGATUdIQOWMBQGCCsGAQUFBwMBBggrBgEFBQcDAJANBgky
hkiGOwWOBAQSFAAOCAQEA IwbieEPvh2UOQ9FgUVWATHOVRVZEZWPFrGeLhOtF3kX
EECq0pCGlod9Thul9iaVMAwSTILE4diIWS VWG gugliLMBXxzoSs+ WGgSn92fVa/wd
TEmMNuZzfabyCHNzOb2yjabAbH 1VIOKIORVMePIhNBFKIVIkhF/oxTnsnBpOYX6Po
AnVGyeKMPcD8hoGldUgwWlySjBbOyeaQGh2AxT/1fQ28qjr3eE5176L6WkoSVEKE
eHMIringNDQoyhlPVQPCTMuUEfSFEI7IVRhpMWGaVieWyROKis57ggow59ra TRAy
yYxVEWNpLkp DXKHcQIWhIYWQcOwT0Te/Q3rpggjLA==

————— END CERTIFICATE REQUEST-----

Copy CSR

Figure 27: Ribbon SBC- CSR

o Navigate to Settings > Security > SBC Certificates > SBC Edge Certificate and upload the
signed CA as shown below

SBC Edge Certificate

Import v | Export W

€3 Import X.509 Server Certificate - Gaagle Chrome = O X

A Not secure | 10.64.5.10/cgi/phpUl/config.php?cfg=/views/system/uxServerCertificatel mport.xml&L..

mport X.509 Server Certificate June 26, 2020 08:21:09

Mode | File Upload hd
Select File Choose file | 62fddab853e7f56fpem | Extensions fpem, der, cer, ber, p7bj *

Figure 28: Ribbon SBC - Import SBC Edge Certificate
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e SBC Edge Certificate is uploaded as shown below

| SEC Edge Certificate

Import v | Export w June 26, 2020

Subject Issuer
Commeon Name sbcii. Commeon Name Go Daddy Secure Certificate Authority - G2
150 Country Code IS0 Country Code US
State or Province State or Province  Arizona

Locality Locality  Scottsdale

Dtoanization Organization GoDaddy.com, Inc.
Organizational Unit  Domain Control Validated - .

9 Organizational Unit  http:/certs.godaddy.com/repository
Email Address .
Email Address

Certificate

Not Valid Before  Jun 15, 2020 20:12:25
Mot Valid After Nov 18, 2020 10:14:30
Serial Number 62F4DAB653ETF56F
Signature Algorithm  sha256WithRSAEncryption
Key Length 2048
Enhanced Key Usage TLS Web Server Authentication, TLS Web Client Authentication
Key Usage Digital Signature, Key Encipherment
Subject Alternative Name  DNS: sbcid. . DNS: www.sbc11, wcom
Verify Status OK

Figure 29: Ribbon SBC — SBC Edge Certificate

o Navigate to Settings > Security > SBC Certificates > Trusted CA Certificates and import the
Root and Intermediate Certificates for Teams as shown below

Trusted CA Certificate Table

€3 Import Trusted CA Certificate - Google Chrome = O >

A Not secure | 10.64.5.10/cgi/phpUl/config.php?cfg=/views/system/trustedCAlmport.xml&type=UX...

Import Trusted CA Certificate June 26, 2020 08:37:49

Mode File Upload hd
Select File Choose file | gd_bundle-g2-gl.crt Extensions fpem, der, cer, ber, p7hj *

Trusted CA Certificate Table June 26, 2020 08:37:32

Total 5 Certificate Rows

| | common Name Issuer Start Validity Expiration Key Length Display "::;"'"
P |01 Go Daddy Secure Cert... Go Daddy Root Certif... May 3, 2011 May 3, 2031 20438 3
b [ Baltimore CyberTrust... Baltimore CyberTrust... May 12, 2000 May 12, 2025 20438 4
¥ |C1[] Go Daddy Root Certif... Unavailable Jan 1, 2014 May 30, 2031 2048 5

Figure 30: Ribbon SBC — Root Certificates for Teams
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5.3.6 Create SIP Profile

e To configure SIP profile navigate to Settings > SIP > SIP Profiles. Create SIP profiles for
Spectrum and Teams as shown below

v L[] ISpedrum_Prnfile

8]

Description  fSpectrum Profile

Session Timer MIME Payloads
Session Timer ELIN Identifier |LOC v

PIDF-LO Passthrough
Unknown Subtype Passthrough

Minimum Acceptable Timer * secs [50.7200]

Offered Session Timer | 2600 * gecs (90, 7200]

Terminate On Refresh Failure | False hd
Header Customization Options Tags
FQDMN in From Header 100rel | Supported %
Static Host FQDN/IP[:port] |10.64.5.‘ID Path | Mot Present v
FQDN in Contact Header Static Timer Supported w

Send Assert Header | Always Update |Supported v
SBC Edge Diagnostics Header | Disable

Trusted Interface | Enable

2
o
o
o
=3
(5]
(==}
[}
m
&
A< <] <))<

UA Header |

Calling Info Source | "From" Header Only V|
Diversion Header Selection | Last v|
Record Route Header | RFC 3261 Standard V|

SDP Customization

Send Number of Audio

Transport Timeout Timer | 5000
Channels

ms [5000.32000]

False ht

Maximum Retransmissions | RFC Standard

Redundancy Retry Timer | 120000

=
3
4

ms [5000.. 160000]

RFC Timers
Timer T1  |500 ms [100..10000]
Timer T2 ms [1000.80000](>= T1)
Timer T4 5000 ms [1000. 1000007

Timer D |32000 ms [5000.640000]

Connection Info in Media
Section

Origin Field Username

Session Mame

Digit Transmission Preference

SDP Handling Preference

VaipCall default:

VoipCall

RFC 2833/Voice W
Legacy Audio/Fax »

w
P
§ =3
(=]
= (=]
é

Timer B
Timer F 32000 ms
Timer H 32000 ms (64*TimerT1)

i
=]
(=]
(=]

Timer J ms [4000.640000]

Figure 31: Ribbon SBC - SIP Profile for Spectrum
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Minimum Acceptable Timer * secs (90, 7200]

Offered Session Timer | 3800 * sers (90, 7200]

I

Terminate On Refresh Failure | False

* [ DI Teams_Profile I 3
Session Timer MIME Payloads
Session Timer ELIM Identifier |LOC v

PIDF-LO Passthrough
Unknown Subtype Passthrough

g
:
5
:

FQDN in From Header | SBC Edge FQD
FQDN in Contact Header
Send Assert Header | Trusted Only w

SBC Edge Diagnostics Header | Enable

Trusted Interface | Enable

z 2
= ol
g I
w [
W
= =
I
W
| [€]] % <

Options Tags

100rel | Supported W
Path Mot Present

Timer |Supported ¥

Update Supported A

RFC Timers

TimerT1

Ln
=]

i
=]
(=N =]
=]

ms [100..10000]

Timer T2 ms [1000.80000](>= T1)

Timer T4 | 5000 ms [1060.. 100000}

Timer D 32000 ms [5000..640000]

Timer B 32000 ms
Timer F 32000 ms
Timer H 32000 ms (64*TimerT 1)

e
=]
=
(=]

Timer J ms [4000.640000]

U& Header |
Calling Info Source | "Fram" Header Only V|
Diversion Header Selection | Last v|
Record Route Header | RFC 3261 Standard V|
Timers SDP Customization
Ti b Ti s 15000, : Send Number of Audio
Transport Timeout Timer | S000 ms [5000..32000] Channels Falze w
Maximum Retransmissions | RFC Standard % Connection Info in Media
- True hd
Section
Redundancy Retry Timer | 180000 ms [5000.. 180000] - )
Origin Field Username | SBC default: SBC

VaoipCall defoult:
VoipCall

Digit Transmission Preference | RFC 2833/Voice

SDP Handling Preference Legacy Audio/Fax v

Session Mame

Figure 32: Ribbon SBC - SIP Profile for Teams
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5.3.7 Configure FXS Port

e To configure FXS port navigate to Settings > SIP > Node Interfaces > Ports> FXS Port

Port Table View

Set DS1 Port Type sca

A

|| | port 1D ;;’;: Description Ms = ~ 5"'"5' . (=3 Display
v [][ ] |Port1:1 FXs Analog phone 1 I Enabled up Call Counters Channe
Identification/Status

Port Alies

Description ‘Analmg phone 1

Admin State | Enabled hd

Service Status  Up

Last Service Status Change  Fri Oct 30 04:03:46 2020

Physical Alarm Status  Normal

Physical Layer

Port Type FXS
Analog Line Profile | United States hd

Relative Profile Adjustments

Receive Gain dB [-11.0]
Transmit Gain ICI dB [-5..5]

Figure 33: Ribbon SBC - configure FXS Port

5.3.8 Create FXS Profile

e To configure FXS profile navigate to Settings > SIP > CAS > CAS Signaling Profiles > Create
CAS Profile > FXS Profile. Create FXS profiles for Fax as shown below

w [ ][ | FXS profile FXS

Description IFXS profile I |

Loop Start FXS Properties

Loop Start Type | Forward Disconnect Vl

Forward Disconnect Duration * ms [100.3000]
Disconnect Tone Generation
Flashhook Signal Detection
Maximum Flashhook Duration T00 * ms [50. 1000]
Minimum Flashhook Duration 200 * ms [50.1000]

Inter-Digit Timeout | 4000 * ms [250.30000]

Figure 34: Ribbon SBC — FXS Profile for Spectrum
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5.3.9 Create Media Profiles

e To configure Media Profile navigate to Settings > Media > Media Profiles > Create Media
Profile > Fax Codec Profile. Configure the Media Profile for T38 Fax as shown below

v [J[ | T.38Fax T.38

Fax Codec Configuration

Description |T.38

Codec |T.38 Fax

Maximum Rate [ 14400 | b

Signaling Packet Redundancy

0.7

i

Payload Packet Redundancy [0.37
Error Correction Mode
Training Confirmation Procedure
Fallback te Passthrough
Super G3 to G3 Fallback

Figure 35: Ribbon SBC — T38 Fax Profile for Spectrum
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5.3.10 Create Media List

e To configure Media List navigate to Settings > Media > Media List. Configure the Media List for
Spectrum and Teams as shown below

- []DISpectrum_ML I

MU-LAW |
Media Profiles List
SDES-SRTP Profile | Mone hd |Assac.’ated EIP 5G Listen Ports should be TLS only. <+
DTLS-SRTP Profile | None v| +
Media DSCP |45 * [0.63]
RTCP Mode | RTCP v|
Dead Call Detection | Dizabled Vl
Silence Suppression | Enabled Vl
Gain Control Digit Relay
Receive Gain D_.Lm.,m} 48 Digit (OTMF) Relay Type | RFC 2833 W
Transmit Gain D [-14.+6] dB Digit Relay Payload Type | 101 [36.127]
Passthrough/Tone Detection
Modem Passthrough | Enabled b
Fax Passthrough | Enabled hd
CNG Tone Detection Disabled hd
Fax Tone Detection Enabled hd
DTMF Signal to Noise E_{-j‘..+6} dB
DTMF Minimum Level |-38 [-48..-14] dBm0

Figure 36: Ribbon SBC — Media Profile for Spectrum
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v [ | Spectrum_ML
Description Epectrum_ML I
G711 U LAW
Media Profiles List =
SDES-5RTP Frofile | Mone ~ |Assaciated SIP G Listen Ports should be TLS only,
DTLS-SRTP Profile | None ME:
Media DSCP 40 * [0.63]
RTCP Mode | RTCP v
Dead Call Detection | Disabled v
Silence Suppressien | Enabled V|
Gain Control Digit Relay
Receive Gain [0 |[-14.+5] 08 Digit (OTMF) Relay Type |RFC2833 v
Transmit Gain D. 14.+8] dB Digit Relay Payload Type 101 [36.127]
Passthrough/Tone Detection
Modem Passthrough | Enabled bt
Fax Passthrough | Enabled A
CMG Tone Detection Enabled hd
Fax Tone Detection Enabled hd
DTMF Signal to Noise l:l_.'-i..+6} dB
DTMF Minimum Level |-38 [-48..-14] dBmQ

Figure 37: Ribbon SBC — T38 Fax Profile for Spectrum
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L [jDITeams I

STT1A

PVIL- LAWY
] ) Daown .
Media Profiles List

SDES-SRTF Profile Il SETP Profile_for MSTeams IV |Assacia:ea‘ SIP §G Listen Ports should be TLS only.
DTLS-SRTP Profile | None v| +
Media DSCP |46 * [0.63]
RTCP Mode | RTCP v
Dead Call Detection | Disabled "|
Silence Suppression | Enakled V|
Gain Control Digit Relay

Receive Gain

[0 |rreceas Digit (OTMF) Relay Type |RFC 2833  w
Transmit Gain D. 14, +8] dB Digit Relay Payload Type | 101 [96.127]

Passthrough/Tone Detection
Modem Passthrough
Fax Passthrough
CMG Tone Detection
Fax Tone Detection
DTMF Signal to Noise Dj&..+ﬁj da
DTMF Minimum Level |-38 [-48..-14] dBm0

Figure 38: Ribbon SBC — Media Profile for Teams
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5.3.11 Create SIP Server Tables

e To configure SIP Server tables, navigate to Settings > SIP > SIP Server Tables. Click the + icon
to create a new entry for Spectrum and Teams

e Select Spectrum from the left pane and select IP/QDN from the Create SIP Server as shown
below

e Repeat the same procedure to create SIP Server for Teams

| Totzl 3 SIP Server Table Rows

&3 Create SIP Server Table - Google Chrome = O bt
A Not secure | 10.64.5.10/cgi/phpUl/config.php?cfg=/views/voice/sipServerTable_details...

Create SIP Server Table June 29, 2020 04:39:41 @

Row ID 4

Description LSpectmm| | ]

Create SIP Server W

IP/FQDN
DMN5S-5RY
8
Server Host Transport
Server Lookup  IP/FQDN Monitor | SIP Options v |
Priority Keep Alive Frequency * secs (30.300]
Host FQDN/IP [1054.5.1 : Recover Frequency " secs [5..300]
o 5060 [1..65535] Local Username * Local Username of SBC Edge
Protocol | UDP Al
Peer Username * Peer Username of sip server
Remote Authorization and Contacts
Remote Authorization Table +
Contact Registrant Table +

Session URI Validation

Figure 39: Ribbon SBC — Spectrum SIP Server Configuration
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Server Host Transport
Server Lookup  IP/FQDN Monitor | SIP Options hd
Priority Keep Alive Frequency |60 * secs [30.300]
Host FQDN/IP |5|p.pstnhub.m|cr::usoft.com * Recover Frequency * secs [5.300]

Local Username | Anonymous * Local Usernome of SBC Edge

Port | 5061 * [1.65535]
e ! Peer Username | Anonymaous * Peer Username of sip server

Protocol | TLS W
TLS Profile | Teams_Profile v *
Remote Authorization and Contacts Connection Reuse
Remote Authorization Table | Mone v| -+ Reuse True w

Contact Registrant Table |Nc>ne V| -+ Sockets
Session URI Validation Reuse Timeout

Teams June 26, 2020 09:14:32
Create SIP Server ¥ | 14 Total 3 SIP Server Rows
[] |Host / Damain Server Lookup Port Protocol bt A0 2:_""'“"'
1 (] | sip.pstnhub.microsoft.com IP/FQDN 5061 LS Counters 1
¥ |01 [] | sip2.pstnhub.microsoft.com IP/FQDN 5061 LS Counters 2
b |1 [] | sip3.pstnhub.microsoft.com IP/FQDN 5061 TLS Counters 3

Figure 40: Ribbon SBC — Teams SIP Server Configuration
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5.3.12 Create Signaling Groups

e Navigate to Settings > sighaling Groups. Select Create Signaling Group > SIP Signaling
Group and create Signaling group for Spectrum and Teams as shown below

Signaling Group Table

Create Signaling Group W

T'II'IJ ISDN Signaling Group }

B [l | SIf sIp signaling Group

B |[1[ | SIH CAS Signaling Group

e

Figure 41: Ribbon SBC — Create SIP Signaling Group
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- [ | SIP Spectrum Up Counters | Ch
Admin State | Enabled
Service Status Up
SIP Channels and Routing
Media Information
Action Set Table | None hal
Call Routing Table | ToTeams v + bsp
Supported Proxy B
No. of Channels * [1.9607 (il Direct
I SIP Profile |Spectrum_Pmﬁ\e V| + I Supported
“fideo/&pplication  Disabled
SIP Mode | Basic Call v Modes
AgentType | Back-to-Back User Agent ~| Media List 1D [ Spactrum ML v
Interop Mode | Standard v] Play Ringback | Auto on 180/183 ~|
SIP Server Table | Spectrum v| + Tone Table | Default Tone Table “| +
Play Congestion -
Load Balancing ‘ Round Robin V‘ Tone |D|sable Vl
Channel Hunting ‘ Most Idle V‘ Early 183 |Enable Vl |
. - -
Motify Lync CAC Profile ‘ Disable ‘ Allow REfrE;: |Enab|e v|
Challenge Request ‘D\sable V‘
Music on Hold |Disabled V|
Outbound Proxy IP/FQDN | |
RTCP
Multiplexing |D|sahle vl
Outbound Proxy Port | 5060 [1..65535]
Ne Channel Available Override ‘ 34: No Circuit/Channel Available V‘
Mapping Tables
Call Setup Response Timer | 255 [180.750] secs
e 7 v
Call Proceeding Timer | 180 124.750] secs SIP To Q.850 Override Table | I:::fau\t (RFC4497) |
Qo Reporting ‘D\sabled V‘ | |
. Default (RFC4497) ~
Use Register as Keep Alive ‘ Enable V‘ B OSTEEu TR +
Forked Call Answered Too Soon ‘ Disable V‘ Pass-thru Peer SIP RESPD”;'* | Enable vl
Code
SIP IP Details
Signaling/Media Source IP |Ethernet1 IP (10.64.5.10) V| |
Signaling DSCP |40 * [0.63]
NAT Traversal
ICE Support | Disabled hd
Static NAT - Outbound
Outbound NAT Traversal
Static NAT - Inbound
Detection | Disabled hd
Listen Ports Federated IP/FQDN
Totzl 2 SIP Listen Port Rovis Total 1 STP Federated IP Row
"] |port Protocal TLS Profile ID | |zp/FqDN Netmask/ Prafix
[] so060 uDP /A I ] 10.64.5.1 255.255.0.0
[] 5080 TCP MR
Message Manipulation | Enabled v |
Inbound Message Manipulati Outbound M ge Manipulati
puiadify_Diversion
Referred-by
Message Table List =3 Message Table List &
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Figure 42: Ribbon SBC — Spectrum SIP Signaling Group

e Navigate to Settings > signhaling Groups. Select Create Signaling Group > CAS Signaling
Group and create Signaling group for Fax as shown below

w [[J[] CAS FAX L7 up c s Historical Usage

Description | FAX |

Line Type
Admin State | Enabled hd

Service Status  Up

Channels and Routing CAS Protocol
Direction | Bidirectional v| CAS Signaling Profile || (FXS) FXS profile I v
Channel Hunting | Mast Idle v| Supplementary Services Profile | Mone V| +
Tone Table | Default Tone Table AR & Caller ID Type | Disabled V|
Action Set Table | MNone V| + Play Ringback |Auto v|
Call Routing Table | From Microsoft Teams to Spectru v | * o Call Forwarding Feature | Disable V|
Mo Channel Available Override | 34: Mo Circuit/Channel Available V|
Call Setup Response Timer | 255 1807501 secs
Assigned Channels
[ ||port Name Channel Phone Numbar BEEE s e o aing e e
D 1:1 46957 No Mo

Figure 43: Ribbon SBC — CAS Signaling Group for Fax
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e Note: RTCP Multiplexing and ICE Support is Enabled only when Media Bypass is Enabled

v (][] SIP I Teams I LY up Counters | Channels | Sessions 2
Admin State | Enabled hd
Service Status  Up
SIP Channels and Routing
Media Information
Action Set Table | MNone V‘ +
Call Routing Table | ToSpect: v I Dsp [Edit
I g | oSpectrum ‘ + Supported brony Add/Edit .
No. of Channels |60 * [1.560] fudio/FaxiModes Diract
| SIP Profile |Teams_Pr::f|IE V‘ ’I'l Supported
- Video/Application  Disabled
SIP Mode |Bas|cCaI| V‘ Modes
Agent Type | Back-to-Back User Agent v ‘ Media List 1D |TE‘3'T'S ~ ‘ *
Interop Mode | Standard v‘ Play Ringback |Auto on 180/183 V‘
SIP Server Table | Teams v| #* Tone Table | Default Tone Table A ‘ +
: Play Congestion -
Load Balancing ‘ First V| i g Tone | Disable V‘
Channel Hunting ‘ Most Idle V| I Early 183 | Enable V‘ I
Notify Lync CAC Profile ‘ Disable V| Allow RefrES: | Enable - ‘
Challenge Request ‘ Disable V| -
Music on Hold | Disabled V‘
Outbound Proxy IP/FQDN | | RICP [ cnote vl
Multiplexing
Outbound Proxy Port | 5060 [1.65535]
No Channel Available Override ‘ 34: No Circuit/Channel Available V|
Mapping Tables
Call Setup Response Timer | 255 [180.750] secs
- - r 57 T
Call Proceeding Timer | 180 [22.750] secs SIP To Q650 Override Table | D=T2ult (RFCA497) ~|
QoE Reporting ‘ Disabled "| ‘ |
Default (RFC4407) v
Use Register as Keep Alive ‘ Enable V| AED BEP R TR +
Forked Call Answered Too Soon ‘ Disable V| Pass-thru Peer SIP RESPU”‘?E ‘ Enable v|
Code
SIP IP Details
Signaling/Media Source IP | Ethernet 3 IP (192,65 hd |
NAT Traversal
ICE Support | Enabled hd
ICE Mode | Lite A
Static NAT - Qutbound
Outbound NAT Traversal
Static NAT - Inbound
Detection | Disabled bl
Listen Ports Federated IP/FQDN
Total 1 SIP Listen Port Row Total 1 SIP Federated IP Row
| |port Protocol TLS Profile 1D [ |zp/FoDN Netmask/ Prefix
I . [ soe1 TLS Teams_Profile I . [ sip-all.pstnhub.microsoft.com 255.255.255.255

Figure 44: Ribbon SBC — Teams SIP Signhaling Group
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Message Manipulation
Inbound M ge Manipulati Outbound M ge Manipulati
remove privacy header ol -
Message Table List - /H' & Message Table List *
I/Edit I/Edit

Figure 45: Ribbon SBC — Teams SIP Signaling Group (cont.)

5.3.13 Create Call Routing Table

e Navigate to Settings > Call Routing > Call Routing Table. Click on the + icon to create a new

entry
e Create Call routing table for Spectrum, Fax and Teams as shown below

all Routing Tables

Total 4 Call Routing Tables Rows

&) Create Call Routing Table - Google Chrome = O >

A Not secure | 10.64.5.10/cgi/phpUl/config.php?cfg=/views/voice/callRouteTabl...

Create Call Routing Table une 29, 2020 04:48:03 @
Row ID 5
Description lTu::-S-pEa:trum ]

Figure 46: Ribbon SBC - Create Call Routing Table
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- (D1 E/ 1 ToSpectrum Normal (SIP) Spectrum

Route Details

Description IToSpectrum I

Admin State | Enabled i

Route Priority

Call priority

Number/Name Transformation Table ITc.Spectrum I V| i

I

Time of Day Restriction |NDne V| +

Destination Information

Destination Type | Mormal il
Message Translation Table | Maone v| +
Cause Code Reroutes | Mone v| wp
Cancel Others upon Forwarding | Disabled V|
Fork Call | Mo V|

Destination Signaling Groups &

Enable Maximum Call Duration | Disabled e

Media Quality of Service
Audic/Fax Stream Mode |DSP V| Quality Metrics Number of Calls _.'J..?GG_.‘
Video/Application Stream Mode  Disabled Quality Metrics Time Before Retry _.'J-SG;'min.
Media Ti di Enabled i
edie Transcoding | Enable | Min. ASRThreshold [0 [%/0.700
Media List |None V| + )
Enable Min MOS Threshold | Disabled
Enable Max. R/T Delay Enabled W
Max. R/T Delay ms [1.65535]
Enable Max. Jitter | Enabled W
Max, Jitter 3000 ms [1.30007
Figure 47: Ribbon SBC - Create Call Routing Table to Spectrum
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Description IlSpectrumt:JFax I

Admin State | Enabled w

Route Priority I

!

Call Priority | Mermal

Number/Name Transformation Table |SpectrumToFax I V| +

Time of Day Restriction |Nc>ne V| P

Destination Information

Destination Type

Message Translation Table | MNane V| +
Cause Code Reroutes | Mone v| =
Cancel Others upon Forwarding
Fork Call | Mo ~
e I
Destination 5i ling G &
estination Signaling Groups

Remove

Enakble Maximum Call Duration Disabled A

Media Quality of Service
AudiofFax Stream Mode | Dsp Vl Quality Metrics Number of Calls 0 [i.100]
Video/Application Stream Mode Disabled Quality Metrics Time Before Retry (10 [1-60] min.
Media Transcodin ~ )
9 [Enables | Min. ASR Threshold % [0.100]
Media List |None Vl +

Enable Min MOS Threshold | Disabled W
Enable Max. R/T Delay Enakled w
Max. R/T Delay 65535 ms [1.65535]

Enable Max. Jitter | Enabled +

AR

Max. Jitter 3000 ms [1.3000]

Figure 48: Ribbon SBC — Create Call Routing Table to Fax
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Description |To Team_s I

I

Admin State | Enabled

< |

Route Priority IE

I

Call Pricrity | Normal

MNumber/Name Transformation Table |ITc> Teams I "| +

Time of Day Restriction |Nc>ne V| +

Destination Information

Destination Type Mormal

I

Message Translation Table | Maone Vl +
Cause Code Reroutes | None Vl +
Cancel Others upon Forwarding
Fork Call | MNo w
(SIF) Teams I

Destination Signaling Groups

Remove

Enable Maximum Call Duratien Disabled w

Media Quality of Service
Audio/Fax Stream Mode | DsP Vl Quality Metrics Number of Calls |10 [1..100]
Video/Application Stream Mode  Disabled Quality Metrics Time Before Retry |10 [1-60] min.
Media Transcoding | Enabled Vl

Min. ASR Threshold % [0.100)

Media List | None V| + :
Enable Min MOS Threshold | Disabled W

Enable Max. R/T Delay Enabled W
Max. R/T Delay |63335 ms [1.65535]
Enable Max, Jitter | Enabled

Max. Jitter | 2000 ms [1.3060]

L

Figure 49: Ribbon SBC — Create Call Routing Table to Teams
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5.3.14 Create Transformation Table

¢ Navigate to Settings > Call Routing > Transformation. Click on the + icon to create a new entry
for Spectrum, Fax and Teams as shown below

| i Total 2 Transformation Tables Rows

£} Create Transformation Table - Google Chrome = O >
A Not secure | 10.64.5.10/cgi/phpUl/config.php?cfg=/views/voice/transformatio...

Create Transformation Table June 29, 2020 04:51:10 @

Fow ID 4

Description ITc:-S pectru m|

Description IT:::-S pectrum I |

Admin State | Enakled V|

Match Type | Optional (Match One) v |

Input Field Output Field

Type | Calling Address/Mumber V| Type | Calling Address/Number V|

Value  [\+1( | value  [\1 |

frrecnn—
| I |

,I Total 4 Transformation Entry Rows

[ ] ﬂ“ Input Field Type ‘1,';1':: el Output Field Type 3::::" ekl :';":"
= w Called Address/Number 011(.%) Called Address/Number 011\1 Optional (Match One)
= w Called Address/Number M1(.*) Called Address/Number W Optional (Match One)
=] Q/ Calling Address/Mumber ML) Calling Address/Number 1 Cptional (Match One)
=1 w Called Address/Number 1800(.%) Called Address/Number 1800%1 Optional (Match One)
= Q{ Calling Address/Number ") Calling Address/Number A\ Optional (Match One)
PO B Called Address/Mumber .*) Called Address/Mumber \ Optional (Match One)

Figure 50: Ribbon SBC - Create Transformation Table to Spectrum
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SpectrumToFax

Total 1 Transformation Entry Row

Input Field

Input Field Type Value Output Field Type
« (] q( Called Address/Number 4695738(.%) Called Address/Number 4695738\1
Description IEDectmmT:-FA}( I I
Admin State | Enabled |

Match Type | Mandatory (Must Match) v |

Input Field Qutput Field
Type | Called Address/Number i | Type | Called Address/Number hd |
value |4605738(7) | value |4505738\1 |

Figure 51: Ribbon SBC - Create Transformation Table to Fax

June 26, 2020 10:33:

Total 2 Transformation Entry Rows

[ ] Mﬂ o in | Input Field Type T FEl s 3;':::‘ = r;':" Description
=l Q( Called Address/Number [.*) Called Address/Number +1\1 Optional (Match One) ToTeams
= Q{ Calling Address/Number (%) Calling Address/Number +41 Optional (Match One) FROMANdContactandPAL..

Figure 52: Ribbon SBC — Create Transformation Table to Teams

5.3.15 Message Manipulations

e Message Manipulation rule for Detect Refer is created for Ribbon SBC to handle REFER
message sent from Teams

o Navigate to Settings > SIP > Message Manipulation > Message Rule Table. Create a hew
entry for “Detect Refer” using the + icon

- [ Detect Refer Optional REFER
Description I‘Petect Refer I
Applicable Messages | Selected Messages T
IR.efer AI
Add/Edit
Message Selection [Rasadacl
Remove
Table Result Type | Opticnal i
enterprise.spectrum.com Version 1.2
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Figure 53: Ribbon SBC — Message Manipulation towards Teams
e Navigate to Settings > SIP > Message Manipulation > Message Rule Tables > Detect Refer >
Create Rule > Request Line Rule

\}| Create Rule w || 1 ’! | Test Message Total 1 Message Manipulation Rules Row
[ | Header Rule Type Result Type Description
w [ ][ fl Request Line Rule uest Line Rule Optional Flag Refer

— 4. Status Line Rule

Raw Message Rule

I Description |Flag Refer I
Condition Expression | Add/Edit

Admin State |Enabled hd
Result Type | Optional hd

|quest Line Value |CopyValueto | Add/Edit] | SG User Value 1

Figure 54: Ribbon SBC — Message Manipulation towards Teams (cont.)

¢ Navigate to Settings > SIP > Call Routing > Transformation. Click on the + icon to create a
new Transformation Table entry for “only If REFER”. Select “only If REFER” from the left pane
to configure REFER handling as shown below

only If REFER
Total 1 Transformation Entry Row
Input Field Type 3:-: = Output Field Type
v Q] " |SG User Value 1 ' REFER ' SG User Value 1 1 i
Description IOr‘I|}' if refer I
Admin State | Enabled Vl
Match Type |Optional {Match One) Vl
Input Field Output Field
Type |SG User Value 1 V| Type |5G User Value 1 V|
Value |F‘.EFER | Value |\1 |

Figure 55: Ribbon SBC — Message Manipulation towards Teams (cont.)
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e Navigate to Settings > Call Routing > Call Routing Table. Click on the + icon to create a new
Routing Table entry for “Refer to teams”. Select “Refer to Teams” from the left pane and Click
on the + icon. Configure the Routing table for REFER towards Teams as shown below

Total 1 Call Route Entry Row

Admin o . Destination -
[ State Priority Transformation Table T First Signaling Group
* L[] Q{ 1 _only If REFER 'Normal (SIP) Teams
Route Details
Description Iham:lle Refer LocaIM I
Admin State | Enabled hd
Route Prioriy
Call Priority
Number/Mame Transformation Table I|on|',.r If REFER VI +
Time of Day Restriction |None V| +
Destination Information
Destination Type
Message Translation Table |None Vl +
Cause Code Reroutes |None Vl +
Cancel Others upon Forwarding | Disabled hd
Fork Call | Mo hd
(SIP) Teams H Up
Down
Destination Signaling Groups =
Add/Edit
N Remove
Enable Maximum Call Duration | Disabled hd
Media Quality of Service
Audio/Fax Stream Mode |DSP V| Quality Metrics Number of Calls _n’?.. 100]
Video/Application Stream Mode Disabled Quality Metrics Time Before Retry !?-60}' min,
Media Transcoding |Enab|ed V| .
Min. ASR Threshold I:I % [0..100]
Media List |None V| +
Enable Min MOS Threshold | Disabled
Enable Max. R/T Delay |Enabled
Max. R/T Delay |65535 ms [1.65535]
Enable Max. Jitter |Enabled
Max. Jitter | 3000 ms [1.3000]

Figure 56: Ribbon SBC — Message Manipulation towards Teams (cont.)
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o Similarly Message Manipulation Rule is created to handle Privacy header from Teams. Navigate
to Settings > SIP > Message Manipulation > Condition Rule Table. Create a rule for “Match
host in From header” as shown below

Condition Rule Table

Total 4 Condition Rule Table Rows

] |Match Type Operation Match Value Type Match \

w [][ | from.uri.host Regex N/A \.com

Description  [Match host in FROM headed | x

Match Type

Match Type |from.uri.host |V ®

Operation |Regex V|

Match Regex |'\,.com

Figure 57: Ribbon SBC — Message Manipulation towards Spectrum (cont.)

¢ Navigate to Settings > SIP > Message Manipulation > Message Rule Tables and create
Header Rule for “remove privacy header” as shown below

Total 1 Message Manipulation |

Ad
D ﬂar'l;" Rule Type Result Type
v O[] % Header Rule Optional

Description  |Remove Privacy headerl ® |

Condition Expression Add.-"Edit] 4}

Admin State | Enabled v |

Result Type | QOptional e |

Header Action |Remove |
Header Name |Privacy |v *

Message Rule Condition

|Match All Conditions V|

I| Match host in FROM hei |I i] M

Figure 58: Ribbon SBC — Message Manipulation towards Spectrum (cont.)
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e Navigate to Settings > SIP > Message Manipulation > Message Rule Tables and create
Header Rule for “Modify_Diversion” to remove +1 towards Spectrum as shown below

| #1| Test Message Total 1 Message Manipulation Ruli

Rule Type

'Header Rule

Description IModify_Diuersionl I =
Condition Expression | Add/Edit
Admin State |Er1ab|eu:| v|
Result Type |Opticnal e
Header Action .Modify |
Header Name iversion - =
Header Ordinal Mumber Jall

w Header Value

Display Name |Ignore e
- URI
URI Scheme | Ignore W
P URI User Info | Modify ~ | Add/Edit ] |Match: |+ 116710) Replace: \1

URI Host | Modify || Add/Edit ] |'710.64.5.10
URI Port | Modify ~ || Add/Edit | | '5060

Figure 59: Ribbon SBC — Message Manipulation towards Spectrum (cont.)
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e Navigate to Settings > SIP > Message Manipulation > Message Rule Tables and create
Header Rule for “Referred-by” to remove +1 towards Spectrum as shown below

1 | ©!'| Test Message Total 1 Message Manipulation

Rule Type Result Type

'Header Rule | Optional

Description IREf'erred-bﬂ I X
Condition Expression | Add/Edit
admin State |Enab|ed e |
Result Type |Optiona| 7 |
Header Action |Madify e
Header Name |Referred-By v~

w Header Value

Display Name

- URI

URI Scheme |Ignore e

b URI User Info | Modify ~ || Add/Edit ] | Match: \+1(\d{10}) Rep
URI Host | Madify | Add/Edit |

URI Port [Modify | Add/Edit] 5060
Figure 60: Ribbon SBC — Message Manipulation towards Spectrum (cont.)

o Navigate to Settings > SIP > Message Manipulation > Message Rule Tables and create
Header Rule for “remove_pai” to remove P-Asserted-ldentity header sent from Teams as shown
below

] | Create Rule w | |""{| Test Message

Rule Type

Header Rule Optional

Description Iremove_pai I |

Condition Expression | Add/Edit

Admin State
Result Type
Header Action  [Remove i
Header Mame |P-Asserted-Identity |V *
Header Ordinal Number Al b

Figure 61: Ribbon SBC — Message Manipulation towards Spectrum (cont.)
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5.4 Spectrum ESBC Configuration
For enabling Session Audit in the ESBC, below are the configuration changes made.

1. ESBC SIP PBX profile needs to have the option selected to pass UPDATE messages from the
SIP provider network as seen in the screenshot below;

Accept RTP/AVP with sdescriptions offer

SDP with Secure Descriptions Transmit sdescription transparent v

Remove opague parameter in the From and To header
Get Called Number from Request-URI

¥’ Forward Call Audit messages (OPTIONS and UPDATE) to PBX I
! Forward SUBSCRIBE to SIP server

Figure 62: SIP PBX Profile

2. The “Trunk SIP Profile” that is in use on the ESBC (default is the TWC SIP trunk profile) also
needs to have the Forward Call Audit messages option selected.

- e S

Rerave Cortact s Racced-foute Meaden = 120 Rewporeet

Enatse reatarce

7 Rewse TLS comvecton

Ut Werue R 19084 roveng

Repct ot seceves REIFER

Force sand REFER gven £ 9a poor rot 88 REFER & Be Alow Sesder

Rerove oer medu Wpes when sendng T 33 ofe
Ao T35 o0 WAN wae

Orter of soccing Re-0VITES

Sand ro-1VITES 31 Be wity Genctly

Ualod of graceswng IVATE wihout S0P
Memad of pracessing o IVATE wilhout SOF

Send WATES wihout S0P
403 INVITES wilhout S0P @
ictech BT P A v sdescrabors cfer
S0P with Secoe Deecrgtions | Srasamt adesception Samcment ¥
Une M Putic Mertty ) Contact Maader
Trea Growp iSenster >
Vs Conteat
B Access daetaonk bk esdes

¥ Forward Cot Auot messages (CFTIONS and UPDATE) to PEX ]
O dlerge sEans TP reguew S0 ADertiatarn

Figure 63: Trunk SIP Profile

If both of these options are not enabled, the SIP audit messages will not be passed from the provider SIP
trunk to the PBX.
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5.5 Test Results

Inbound Calling Test Cases (Media
Bypass Enabled)
11 Calling Party Disconnects Before Answer Pass
1.2 Calling Party Disconnects After Answer Pass
13 Called Party Disconnects After Answer Pass
Teams sends 408 Request
14 Calling Party Times Out Pass Timeout
15 Calling Party Places Call on Hold Pass
1.6 Called Party Places Call on Hold Pass
1.7 Calling Party Disconnects during Hold Pass
1.8 Calling Party Presentation Restricted Pass
Outbound Calling Test Cases (Media
Bypass Enabled)
1.9 Calling Party Disconnects Before Answer Pass
1.10 Calling Party Disconnects After Answer Pass
1.11 Called Party Disconnects After Answer Pass
1.12 Calling Party Times Out Pass
1.13 Calling Party Receives Busy Pass
Outbound call to Unprovisioned
1.14 Subscriber Pass
1.15 Calling Number Presentation Pass
1.16 Conference Pass
1.17 Outbound Call Hold Pass
1.18 Outbound Call Hold Pass
Dialing Plan Test Cases (Media
Bypass Enabled)
1.19 International Outbound Dialing Pass
1.20 800/866/877/888 Outbound Dialing Pass
Microsoft Teams Feature Test Cases
(Media Bypass Enabled)
1.21 Outbound Call Forward Always Pass
Outbound Call Forward Always to an Out
1.22 of Service Subscriber Pass
Outbound Call Forward Not Available
1.23 (Ring No Answer) Pass
1.24 Inbound Call Blind Transfer to PSTN Pass
Inbound Call Consultative Transfer to
1.25 PSTN Pass
Outbound Call Blind Transfer to another
1.26 PSTN Pass
Outbound Call Consultative Transfer to
1.27 another PSTN Pass
Outbound Call Consultative Call Transfer
1.28 to another Teams user Pass
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1.29 Call Waiting Pass
Early Media Test Cases (Media
Bypass Enabled)
Terminate Early Media Outbound Call Spectrum sends Session
1.30 Before Answer Pass Refresh every 15 minutes
1.31 Early Media Forward Call Pass
Simultaneous Call/Ring to teams
1.32 delegates Pass
Session Audit Test Cases (Media
Bypass Enabled)
1.33 Outbound, Wait for Session Audit Pass
Inbound Call, Wait for Session Audit
1.34 during Hold Pass
DTMF Test Cases (Media Bypass
Enabled)
1.35 Outbound DTMF (RFC2833) Pass
1.36 Inbound DTMF (RFC2833) Pass
Codec Test Cases (Media Bypass
Enabled)
Codec Support — ITSP support G711
1.37 codec Pass
Codec Support — ITSP support G729 Spectrum offer only G711U
1.38 codec Not Applicable | codec
SRTP (Media Bypass Enabled)
1.39 Verify SRTP negotiated in outbound call Pass
1.40 Verify SRTP negotiated in inbound call Pass
SRTCP (Media Bypass Enabled)
141 Verify SRTCP packets Pass
1.42 Verify SRTCP packets Pass
Comfort Noise (Media Bypass
Enabled)
Verify Comfort Noise Packets in
1.43 outbound call Pass
Verify Comfort Noise Packets in inbound
1.44 call Pass
Support For FailOver (Media Bypass
Enabled)
1.45 Fail over Pass
SIP OPTIONS
1.46 SIP OPTIONS — SBC to Teams Pass
1.47 SIP OPTIONS — Teams to SBC Pass
Inbound Calling Test Cases (Media
Bypass disabled)
2.1 Calling Party Disconnects Before Answer Pass
2.2 Calling Party Disconnects After Answer Pass
2.3 Called Party Disconnects After Answer Pass
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Teams sends 408 Request

2.4 Calling Party Times Out Pass Timeout
2.5 Calling Party Places Call on Hold Pass
2.6 Called Party Places Call on Hold Pass
2.7 Calling Party Disconnects during Hold Pass
2.8 Calling Party Presentation Restricted Pass

Outbound Calling Test Cases (Media
Bypass disabled)

2.9 Calling Party Disconnects Before Answer Pass
2.10 Calling Party Disconnects After Answer Pass
2.11 Called Party Disconnects After Answer Pass
2.12 Calling Party Times Out Pass
2.13 Calling Party Receives Busy Pass
Outbound call to Unprovisioned
2.14 Subscriber Pass
2.15 Calling Number Presentation Pass
2.16 Conference Pass
2.17 Outbound Call Hold Pass
2.18 Outbound Call Hold Pass

Dialing Plan Test Cases (Media
Bypass disabled)

2.19 International Outbound Dialing Pass
2.20 800/866/877/888 Outbound Dialing Pass
Microsoft Teams Feature Test Cases
(Media Bypass disabled)

2.21 Outbound Call Forward Always Pass
Outbound Call Forward Always to an Out

2.22 of Service Subscriber Pass
Outbound Call Forward Not Available

2.23 (Ring No Answer) Pass

2.24 Inbound Call Blind Transfer to PSTN Pass
Inbound Call Consultative Transfer to

2.25 PSTN Pass
Outbound Call Blind Transfer to another

2.26 PSTN Pass
Outbound Call Consultative Transfer to

2.27 another PSTN Pass
Outbound Call Consultative Call Transfer

2.28 to another Teams user Pass

2.29 Call Waiting Pass

Early Media Test Cases (Media
Bypass disabled)
Terminate Early Media Outbound Call

2.30 Before Answer Pass

2.31 Early Media Forward Call Pass
Simultaneous Call/Ring to teams

2.32 delegates Pass

Session Audit Test Cases (Media
Bypass disabled)

Spectrum sends Session
2.33 Outbound, Wait for Session Audit Pass Refresh every 15 minutes
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Inbound Call, Wait for Session Audit
2.34 during Hold Pass
DTMF Test Cases (Media Bypass
disabled)
2.35 Outbound DTMF (RFC2833) Pass
2.36 Inbound DTMF (RFC2833) Pass
Codec Test Cases (Media Bypass
disabled)
Codec Support — ITSP support G711
2.37 codec Pass
Codec Support — ITSP support G729 Spectrum offers only G711U
2.38 codec Not Applicable | codec
SRTP (Media Bypass disabled)
2.39 Verify SRTP negotiated in outbound call Pass
2.40 Verify SRTP negotiated in inbound call Pass
SRTCP (Media Bypass disabled)
241 Verify SRTCP packets Pass
2.42 Verify SRTCP packets Pass
Comfort Noise (Media Bypass
disabled)
Verify Comfort Noise Packets in
2.43 outbound call Pass
Verify Comfort Noise Packets in inbound
2.44 call Pass
Support For FailOver (Media Bypass
disabled)
2.45 Fail over Pass
Fax
Voice call is sent through G711.
Spectrum offers only G711
3.1 T.38 Fax- G3 CPE to PSTN fax - G3-G3 Pass codec
T.38 Fax- G3 CPE to PSTN fax - G3-
3.2 SG3 Pass
Voice call is sent through G711.
T.38 Fax- G3 CPE from PSTN fax - G3- Spectrum offers only G711
3.3 G3 Pass codec
T.38 Fax- G3 CPE from PSTN fax -
3.4 SG3-G3 Pass
T.38 Fax- SG3 CPE to PSTN fax - SG3-
3.5 G3 Pass
Ribbon 1K supports only G3
with maximum speed of 14,400
T.38 Fax- SG3 CPE to PSTN fax - SG3- b/s
3.6 SG3 Pass
T.38 Fax- SG3 CPE from PSTN fax -
3.7 G3-SG3 Pass
Ribbon 1K supports only G3
T.38 Fax- SG3 CPE from PSTN fax - with maximum speed of 14,400
3.8 SG3-SG3 Pass b/s
G711 Fax Pass-Through- G3 CPE to
3.9 PSTN fax - G3-G3 Pass
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G711 Fax Pass-Through- G3 CPE to
3.10 PSTN fax - G3-SG3 Pass
G711 Fax Pass-Through- G3 CPE from
3.11 PSTN fax - G3-G3 Pass
G711 Fax Pass-Through- G3 CPE from
3.12 PSTN fax - SG3-G3 Pass
G711 Fax Pass-Through- SG3 CPE to
3.13 PSTN fax - SG3-G3 Pass
G711 Fax Pass-Through- SG3 CPE to
3.14 PSTN fax - SG3-SG3 Pass
G711 Fax Pass-Through- SG3 CPE from
3.15 PSTN fax - G3-SG3 Pass
Ribbon 1K supports only G3
G711 Fax Pass-Through- SG3 CPE from with maximum speed of 14,400
3.16 PSTN fax -SG3-SG3 Pass b/s
Spectrum Innomedia SBC
Fall back to G711 from T.38- Outbound accepts both T38 and G711 Fax
3.17 Fax Pass re-INVITE. Fax is sent with T38
Spectrum Innomedia SBC
Fall back to G711 from T.38- Inbound accepts both T38 and G711 Fax
3.18 Fax Pass re-INVITE. Fax is sent with T38
T.38-Fax-Multiple Pages(30) Inbound
3.19 Fax Pass
T.38 Fax- Multiple Pages(30) Outbound
3.20 Fax Pass
G.711 Pass-Through-Fax-Multiple
3.21 Pages(30) Inbound Fax Pass
G.711 Pass-Through- Multiple Pages(30)
3.22 Outbound Fax Pass
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